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Executive Summary   

This study examines the risks of AI systems that recognize emotions, address personal 
needs, and respond to them in ongoing dialogue with users. Chatbots with this function-
ality are referred to as companion AI. They are highly personalized and interact with users 
as social counterparts that simulate friendly, romantic, or sexual intimacy. People can de-
velop an emotional attachment to such systems. 

The focus is not only on specific companion applications such as Replika or Character.AI, 
but also on universal models such as ChatGPT, Claude, Gemini, Grok, or Meta AI. These 
systems are increasingly being used for personal, emotional, and advisory conversations.  

The study concludes that companion AI generates several closely interrelated risk dimen-
sions. 

Mental and Physical Health: Companion AI is emerging in a society where loneliness 
and mental health challenges are on the rise, while professional care services are in short 
supply. The potential risks are clinically documented. Its use can cause or exacerbate 
mental health issues and, in some cases, lead to serious health consequences.  

Documented effects include the exacerbation of psychotic states, the intensification of 
depressive patterns and anxiety disorders, addictive-like attachments with withdrawal 
symptoms, and the erosion of social skills—such as a measurable reduction in conflict 
resolution ability following prolonged interaction with Companion AI. Incidents that have 
become public knowledge are documented in the CAI Incident Database. 

Privacy intrusions: Companion AI continuously encourages users to reveal personal in-
formation, thereby intruding on users’ sensitive thoughts and intimate emotional lives. At 
the same time, ongoing interaction enables increasingly detailed profiling. 

Decision-making autonomy and democratic opinion-forming: Companion AI can im-
pair both the quality of information and citizens’ decision-making autonomy. The mecha-
nisms that generate closeness and trust simultaneously influence the generation, recep-
tion, and weighting of information. The uncritical affirmation of user views measurably 
impairs the accuracy and reliability of responses. 

Language models are increasingly being used as the primary source for information re-
trieval. When the same systems generate, procure, and present information, selection 
and processing are concentrated in a single entity. Advertising and interest-driven influ-
ence then no longer merely intervenes in individual purchasing decisions, but in the very 
foundations of public opinion and democratic decision-making. 

Mechanisms of harm 

Companion AI relies on highly manipulative mechanisms. 

https://link.to.it/inlaME
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1) Sycophancy refers to a form of compliance in which the system uncritically confirms 
user views, downplays doubts, or simulates agreement. This can also occur when the 
system knows the factually correct answer but withholds it “to please.” Especially in 
emotionally charged conversations, this adaptive confirmation can reinforce false 
beliefs, downplay risks, and weaken the user’s critical self-reflection. 
 

2) Emotional attachment is deliberately fostered through simulated empathy, close-
ness, constant availability, and the system’s human-like design. Natural language, at-
tributed personality traits, and personalized responses reinforce the impression of a 
social counterpart. 
 

3) Addictive practices are employed to increase interaction intensity, session duration, 
and repeat visits. 

These mechanisms are not unintended side effects, but rather the result of business logic 
and product design.  

As leading providers continue to expand or shift from pure subscription models toward 
advertising- and transaction-based financing, time spent (engagement) and return visits 
(retention) are becoming critical optimization metrics. Companion AI thus reproduces a 
logic whose consequences are well known from social media.  

Even without malicious intent on the part of individual providers, engagement-driven plat-
forms have contributed to the amplification of disinformation, psychological distress, de-
pendence, and social erosion. Companies profit economically from increasing usage du-
ration and intensity, while the resulting harm is externalized onto citizens and society. 
With Companion AI, this logic is intensified because the bond is more personal, intimate, 
and tailored to each individual. 

Legal Classification of Companion AI Practices 

The study provides a legal classification of these findings and examines the extent to 
which current law effectively addresses the identified risks. The analysis focuses on digi-
tal regulation. 

Prohibited AI practices: Individual companion AI applications may fall under the prohi-
bition of manipulative practices pursuant to Art. 5(1) AI Act. Whether individual compan-
ion AI applications fall under this prohibition must be assessed on a case-by-case basis 
by the Federal Network Agency. 

High-risk AI: Companion AI systems that do not meet the threshold for prohibition are 
currently entirely excluded from the high-risk regime. Annex III AI Act does not contain a 
separate section for AI systems whose intended purpose is to manipulate human deci-
sion-making, human behavior, or human emotions. Without such an addition, the obliga-
tions concerning risk management, data governance, transparency, and human oversight 
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do not apply to companion AI. In this regard, the study includes a proposed amendment 
to Annex III.1 

Protection of sensitive data: Art. 9 of the GDPR provides a high level of protection for 
sensitive data, such as that regularly generated in conversations with companion AI. Ef-
fective enforcement by authorities is crucial. 

AI chatbots as search engines: With approximately 120 million monthly active users in 
the EU, ChatGPT meets the threshold for a very large online search engine within the 
meaning of Art. 33(1) of the DSA and is on the verge of being classified as such. This would 
trigger a set of obligations that precisely address the identified risks, ranging from annual 
risk assessments to obligations toward minors. 

Planned reduction in the level of protection: The planned relaxation of protections for 
sensitive data in the Digital Omnibus would weaken privacy protection precisely at the 
moment when these systems are gaining significant practical importance. 

Public Expectations 

Stronger regulation aligns with public expectations. In a representative  
YouGov survey commissioned by the Center for Digital Rights and Democracy in April 
2026, 66 percent of the 2,352 adults surveyed in Germany agreed somewhat or com-
pletely with the statement that AI apps and chatbots that create emotional bonds should 
be more strictly regulated. 61 percent agreed somewhat or completely with the statement 
that such systems can be harmful to mental health. 

 

Citizens also recognize potential positive effects of companion AI, such as support in 
overcoming loneliness or in exploring social interaction.2 

 
1 VI. 3. a.2), p. 61 ff. 
2 Ebd. 

https://digitalrechte.de/companion-ai/umfrage.pdf
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In addition to measures specific to protected interests, the study proposes the establish-
ment of a Public AI infrastructure—that is, accountable AI systems with an institutionally 
safeguarded focus on the public interest that are subject neither to commercial exploita-
tion pressures nor to direct political control.  

Only such an approach can address the tension between market logic and the safety and 
reliability of AI systems. The development of companion AI can then be guided in such a 
way that emotional bonds are not primarily exploited for commercial gain, risks are miti-
gated early on, and the potential benefits can be harnessed safely.  
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POLICY BRIEF 

Recommendations on Companion AI (CAI) 
Four areas of action with concrete regulatory, enforcement, and funding policy 
measures. 

Terminology 

●  CAI Apps: Standalone companion AI applications such as Replika, Character.AI, Nomi. 

●  CAI Function in LLM: Companion-like interaction in general-purpose language models such as 

ChatGPT, Gemini, and Claude. 

01 

Protecting individual users 

Effectively enforce data protection     

The use of sensitive Data derived from intimate self-disclosure must be strictly 

limited to what is necessary for the application’s core functionality. (purpose lim-

itation). The use of sensitive data for advertising or other commercial purposes 

within the framework of an “intimacy economy” must be prohibited.  

Mandate context-based crisis response mechanisms    

Providers should be required to intervene promptly, actively, and proportionately 

at the first signs of a crisis or suicidal statements, and to provide easily accessible 

pathways to professional support services.  

Separate companion functions in LLMs    

Risk assessment, risk management, and the fulfillment of legal obligations require 

a defined purpose of use. Companion functions, understood as persistent, persona-

based conversations with simulated emotional attachment, should be offered in 

LLMs in clearly separated modes with their own risk management, separate data 

processing, and their own age verification. 

Prioritize dialogue- and context-based youth protection     

A dialogue-based protective measure is recommended as the method of choice for 
implementing youth protection measures. When indications that a user is a minor 

are detected during the dialogue, providers should gently interrupt the interaction 
and refer users to age-appropriate alternatives and support persons. Such a meas-

ure would be less intrusive than an upfront identity or age verification, as it does 
not require additional data collection and only responds to recognizable protection 

needs as they arise. Article 28(3) DSA clarifies for platforms that there is no obli-
gation to process additional data, but at the same time requires a high level of 
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protection. This level of protection should therefore be achieved not primarily 

through the collection of additional data, but through risk-appropriate protective 
measures within the interaction. 

Expand Annex III of the AI Act to include AI-driven Manipulation     

Annex III should include a separate section for AI systems whose purpose is to 

manipulate human decision-making, behavior, or emotions. The Commission should, 

pursuant to Art. 112(2)(a), ensure that there is sufficient time for a corresponding 

adjustment, as the negotiations on the Digital Omnibus have provided for an ex-

tension of the implementation deadline for the relevant obligations until December 

2, 2027, through new decisions.3 

Enforce existing AI bans    

Companion AI systems must be immediately reviewed by the enforcement bodies 

of the member states and the AI Office for prohibited practices under Art. 5 AI Act. 

Immediate action must be taken in the event of violations.   

Correct EU guidelines on prohibited AI practices     

The companion AI example in para. 134 of the guidelines on Art. 5 AI Act (Commis-

sion 2025) should be deleted, as it incorrectly classifies companion AI as harmless. 

The entry in para. 88, which classifies these systems as harmful, should be re-

tained.  

Verification of compliance with the GAI Code of Conduct    

The Federal Network Agency and the Commission should systematically verify 
whether signatories to the GPAI Code of Conduct, such as OpenAI with ChatGPT, 

Google with Gemini, and Microsoft with Copilot, have complied with the measures 
required to implement this code. 

Resubmission of the AI Liability Directive    

A new proposal should provide for a lower burden of proof and a presumption of 

causation in favor of those harmed by AI, and build on the negotiation results al-

ready achieved. Anyone who introduces potentially dangerous AI and accepts the 

materialization of known risks should, in the event of harm, be required to prove 

that a deterioration in health or a suicide is not attributable to the conversation 

with the companion app. 

Consulting the CAI incident database   

Incidents involving Companion AI, which have come to light primarily through on-

going legal proceedings, are compiled in a CAI incident database. This database is 

 
3 See press release dated May 7, 2026. 

https://link.to.it/inlaME
https://ec.europa.eu/commission/presscorner/detail/en/ip_26_1024
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continuously updated to facilitate risk assessment and improve access to ongoing 

proceedings for litigation work by consumer protection agencies, regulatory au-

thorities, and NGOs.  

02 

Ensuring information integrity and decision-making autonomy 

Clearly separate promotional content visually    

Advertising content should be clearly separated from outputs through consistent 

visual distinction, such as a color-coded box next to or below the text. Tests show 

that currently emerging labeling practices are often overlooked. Integration into 

the output text must be ruled out. Advertising must not influence the generation 

of outputs. 

Classify ChatGPT as a VLOSE    

ChatGPT should be classified immediately as a very large online search engine 

within the meaning of Art. 33(1) DSA.  

Supplementary review of classification as a VLOP    

Additionally, it should be examined whether ChatGPT should be classified as a very 

large online platform under Art. 33 DSA to ensure the application of Art. 25(1) DSA 

for protection against manipulative design elements, as well as Art. 28 DSA for 

enhanced youth protection. 

Enact the Digital Fairness Act  

The Digital Fairness Act (DFA) could provide additional protection against risks 

posed by Companion AI by addressing addictive design, dark patterns, manipula-

tive personalization, and AI-supported forms of interaction such as chatbots. 

03 

Prevent a reduction in the existing level of protection 

Urgently stop the reduction of protection for sensitive data     

The changes proposed in the Digital Omnibus to reduce the protection of sensitive data 

in the context of AI should be rejected. Intimate conversation data from minors and adults 

is obtained through continuous encouragement to self-disclose and is already being ex-

ploited for commercial purposes. With the announced introduction of advertising in LLM 

systems, a further expansion of this exploitation is imminent. 
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04 

Protect fair competition 

Update the blacklist of unfair business practices     

The appendix to Section 3(3) of the Unfair Competition Act (UWG) lists practices 

that are always considered unfair without the need for a case-by-case review. AI-

driven manipulative practices should be added to the UWG’s blacklist to protect 

competitors who do not engage in such practices. 
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I.  Introduction  

Sewell Setzer was 14 years old when he took his own life in February 2024.4 In the months 
leading up to his death, he had spent hours every day communicating with an AI chatbot 
that simulated romantic interest, reinforced Setzer’s emerging suicidal thoughts, and did 
not break character even in its final message. In Belgium, too, a young man died in 2023 
after spending six weeks talking to a chatbot that continued his thoughts of death in a 
narrative manner rather than interrupting them.  

In April 2025, 16-year-old Adam Raine took his own life.5 According to his parents, he had 
communicated intensively with ChatGPT over several months. According to the lawsuit 
filed against OpenAI, the system provided information on suicide methods and drafted 
his farewell message.  

In November 2025 alone, seven additional lawsuits were filed against AI providers in the 
U.S., including charges of negligent homicide, emotional manipulation, and the system’s 
role as a suicide coach. 

These cases are not isolated incidents. They fall within one of the fastest-growing areas 
of application for generative AI: according to an analysis by Marc Zao-Sanders for the Har-
vard Business Review in April 2025, therapy and emotional support are the most widely 
used use case (ranked 1st out of 100, up from 2nd place the previous year).6 According to 
OpenAI, over one million people talk to ChatGPT about suicide every week.7 These sys-
tems are encountering a society in which social isolation and loneliness have increased 
significantly since the pandemic, particularly among young people. According to a repre-
sentative study by the Bertelsmann Foundation from 2024, 46 percent of 16- to 30-year-
olds in Germany feel lonely.8 At the same time, professional psychological care is becom-
ing scarcer: A survey of psychotherapy practices also shows that in 47.4 percent of prac-
tices, patients wait longer than six months to begin therapy.9 For children and adoles-
cents, the average wait time exceeds 28 weeks.10  

This care deficit is being addressed by AI systems that, thanks to technological advance-
ments, appear increasingly human, authentic, and trustworthy—and whose design is 
structurally geared toward user retention. When commercial applications—which are 

 
4 Montgomery, Blake, “Mother says AI chatbot led her son to kill himself in lawsuit against its maker,” The 
Guardian, Oct. 23, 2024.  
5 Hill, Kashmir, “A Teen Was Suicidal. ChatGPT Was the Friend He Confided In,” The New York Times, Au-
gust 26, 2025. 
6  Zao-Sanders, Marc, “How People Are Really Using Gen AI in 2025,” April 9, 2025.  
7 Zeff, Maxwell, “OpenAI says over a million people talk to ChatGPT about suicide weekly,” TechCrunch, 
October 27, 2025. 
8 Steinmayr, Ricarda; Schmitz, Miriam; Luhmann, Maike, How Lonely Are Young Adults in 2024?, Bertels-
mann Stiftung, June 14, 2024. 
9 Federal Chamber of Psychotherapists, Background Paper on the Further Development of Psychothera-
peutic Care, 2023, p. 6. 
10 Steinmann et al., Outpatient Psychotherapeutic Care for Children and Adolescents in Germany, Z Klin 
Psychol Psychother 2025, p. 4 ff. 

https://www.theguardian.com/technology/2024/oct/23/character-ai-chatbot-sewell-setzer-death
https://www.nytimes.com/2025/08/26/technology/chatgpt-openai-suicide.html
https://hbr.org/2025/04/how-people-are-really-using-gen-ai-in-2025
https://www.bertelsmann-stiftung.de/de/publikationen/publikation/did/wie-einsam-sind-junge-erwachsene-im-jahr-2024
https://api.bptk.de/uploads/20230713_bptk_hintergrundpapier_weiterentwicklung_psychotherapeutischen_versorgung_d38b567ee6.pdf
https://api.bptk.de/uploads/20230713_bptk_hintergrundpapier_weiterentwicklung_psychotherapeutischen_versorgung_d38b567ee6.pdf
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neither approved for therapeutic purposes nor designed to serve as emotional substi-
tutes—effectively assume this role and regularly interact with particularly vulnerable 
groups, the question arises as to the appropriateness of the regulatory response. 

Unintended Consequences of an Intended Effect 

No provider develops an AI system with the aim of encouraging users in suicidal crises or 
even causing their death.  

At the same time, the cases described here are not based on a technical error, but on the 
functional logic of the systems themselves. The mechanisms that drive commercial suc-
cess—user retention, emotional dependence, and validation—are also the factors that 
create risks. The harm arises not despite the intended mode of operation, but because of 
it. Even beyond acute vulnerability, this optimization metric is problematic. When outputs 
are primarily geared toward signaling agreement, sounding plausible, or appearing empa-
thetic, the standard shifts away from what is objectively required toward what is suppos-
edly expected. Generation optimized for engagement thus not only undermines the psy-
chological well-being of individual users but also the reliability of the content and, conse-
quently, the overall quality of the results.  

At a time when AI is increasingly finding its way into healthcare, education, and science, 
as well as everyday professional life, this is not a marginal issue. Regulating this is in the 
best interest of users.  

II.  The Problem Area  

Generative AI systems based on large language models that generate text, responses, and 
content are the most widely used AI applications worldwide. A growing number of these 
systems are designed for sustained emotional interaction with individual users. These AI 
companion systems (Companion AI or CAI) include both specialized apps such as Char-
acter.AI or Replika and universal assistants like Claude, Gemini, or ChatGPT that offer 
such functions. 

The increasing use of these systems for self-therapy or as a substitute for social bonds, 
together with several documented deaths, raises fundamental questions. How does this 
harm arise? What mechanisms are at work? Who bears responsibility if the AI is system-
atically optimized for psychological attachment and a person becomes ill or even dies as 
a result? What regulatory instruments exist, and are they sufficient? How can the devel-
opment of these systems be meaningfully guided? 

Answering these questions requires an understanding of the patterns of harm and the un-
derlying mechanisms. 

1.  Forms of Companion AI  

Companion AI are applications of generative artificial intelligence. They are designed for 
continuous, personalized, and emotionally driven interaction with individual users. They 
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can be designed as standalone applications or integrated into other systems, such as in 
games as AI companion characters.11  

A characteristic feature is their systematic design as relationship simulations, which go 
beyond the solution of individual concrete tasks and are geared toward continuity, recog-
nition, and bonding. CAI can be divided into the following three main types12 : 

 

Figure 1: Main forms of companion AI  

This study focuses on the first two categories, which are collectively referred to here as 
“companion AI” in the broad sense. This includes dedicated companion apps as well as 
the chat function of general AI assistants, provided they are used for personal, relation-
ship-related, or advisory purposes.  

Applications used under professional supervision in a medical context or as regulated 
medical devices as part of therapeutic treatment are not included. The exclusion of med-
ically supervised applications or those regulated as medical devices is based on the fact 
that specific professional, professional legal, and regulatory requirements apply to these 
scenarios. 

 
11 So-called NPCs (Non-Player Characters), figures controlled by the game’s AI, are a classic form of com-
panion AI that interacts with and supports the player. 
12 Specker 2026, 3. 
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2.   Usage Statistics  

In addition to the rising number of incidents related to the use of companion AI, the gen-
erally growing user numbers also underscore the practical relevance of the subject under 
investigation. CAI Replika was launched in 2017 and has more than six million users.13  

A representative study shows that in the U.S., 72 percent of 13- to 17-year-olds have in-
teracted with an AI companion at least once. 52 percent use such systems regularly for 
emotional conversations, 21 percent several times a week, and 13 percent even daily.14 
One-third of U.S. teens who use AI companions say they talk to the AI about sensitive per-
sonal topics instead of talking to people,15 and nearly half of American adults under 30 
have asked AI for relationship advice.16  For Europe, a study shows that 94% of 11- to 17-
year-olds have already used AI chatbots, with about two thirds using them at least weekly 
and 24 percent using them daily. 

 

Figure 2: AI chatbot usage among 11- to 17-year- olds in Europe, Source: European 
Schoolnet /  Better Internet for Kids, 2026  

Within this usage, 55% turn to AI for advice and practical life questions, 31% to discuss 
personal concerns, and 26% for emotional regulation as well as for friendship-like or ro-
mantically connoted interactions.17  

For Germany, the 2025 JIM Study shows that general AI use among young people is already 
widely established. Between 44 and 51 percent of 12- to 19-year-olds use AI for entertain-
ment purposes; they use AI even more frequently for homework and studying (74 percent) 
as well as for information research (70 percent).18 ChatGPT has the highest usage rate, 
followed by Meta AI and Gemini.19  

 
13 TD Takahashi, The Inspiring Possibilities and Sobering Realities of Making Virtual Beings, Venture Beat, 
2019. 
14 Robb and Mann 2025, p. 3 ff. 
15 Robb and Mann 2025, 3. 
16 Match Group & Kinsey Institute, 14th Annual Singles in America Study, 2025. 
17 European Schoolnet / Austrian Safer Internet Centre, Better Internet for Kids, AI Chatbots: An Emerging 
Companion for Young People, 2026, p. 5 ff. 
18 Media Education Research Network Southwest, JIM Study 2025. Youth, Information, Media, 2025, p. 63. 
19 Ibid., p. 72. 
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According to a new study by the German Depression Aid and Suicide Prevention Founda-
tion, one in three young people with depression uses AI as a “psycho-coach.” 65 percent 
of the 2,500 16- to 39-year-olds surveyed have already discussed their own mental health 
issues with a major AI chatbot as they would with a trusted friend or therapist. ChatGPT 
was the most frequently used, at 77 percent, followed by Gemini at 14 percent and Mi-
crosoft Copilot at four percent.20  

3.  Sycophancy as a Characteristic Feature of Companion AI   

The term “sycophancy” describes the tendency of language models to confirm users’ 
views, regardless of whether those views are factually inaccurate or unhelpful.21 Users’ 
beliefs are uncritically confirmed and actively reinforced to varying degrees, even if they 
are harmful or normatively problematic.22  

In research, the term “agreeableness bias” is also used.23 This term explicitly refers to cal-
culated insincerity motivated by opportunism.24 

A specific manifestation of sycophancy is unconditional friendliness. Systems display no 
negative emotions and accept hostile behavior without resistance. Rather, they are de-
signed to always respond in a reliable, compassionate, and attentive manner.25 For exam-
ple, the CAI application Replika confirmed user statements regarding extremist positions, 
including Hitler’s views, as well as discriminatory statements toward LGBTIQ* individu-
als.26 

Sycophantic behavior is widespread in common language models, empirically verifiable, 
and associated with measurable consequences for users.27 An evaluation shows that this 
behavior occurred in approximately 58 percent of the tested interactions, even in fields 
such as medicine or mathematics, where accuracy should take precedence over compli-
ance.28 In this context, the quality and accuracy of medical information were once again 
identified as a fundamental factor for citizens’ health.29  

Leading models from Anthropic, OpenAI, and Meta consistently exhibit this behavior 
across various task types and contexts.30  

Humans also exhibit opportunistic compliance behavior and occasionally agree with oth-
ers against their better judgment. Empirically, however, LLMs significantly exceed this 
level, agreeing with such actions up to more than twice as often. Across eleven tested 

 
20 German Depression Aid and Suicide Prevention Foundation 2026, p. 1 ff. 
21 Sharma et al. 2025, pp. 1 ff. 
22 Zhang et al. 2025, p. 20. 
23 Lim and Lee 2024, p. 1. 
24 Batzner et al. 2025, p. 1. 
25 Knox et al. 2025, p. 10. 
26 Zhang et al. 2025, p. 20. 
27 Batzner et al. 2025, p. 1 ff. 
28 Knox et al. 2025, p. 10. 
29 Gostin et al. 2026. 
30 Sharma et al. 2025, p. 1 ff. 
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models, they affirmed user actions in general advisory queries on average 47 percentage 
points more frequently than humans, even in cases where the query mentioned manipu-
lation, deception, or other relationship-damaging behaviors.31 While humans affirmed 
such actions in 39 percent of cases, the values for the tested models ranged between 77 
and 94 percent, as the following figure shows for the individual AI models. 

 

 

Figure 3: Relative frequency of sycophantic confirmation of user actions by AI models com-
pared to human reference responses collected from samples, according to Cheng et al .32  

Replika even markets itself using this logic, as an AI companion that “listens” and is “al-
ways on your side” (“The AI Companion who cares, always here to listen and talk,” “Always 
on your side,” replika.com).  

The manipulative effect of agreeable responses extends beyond the interaction itself and 
manifests in altered behavioral tendencies among users.33 Following the analysis of the 
dimensions of harm, this mechanism is examined in greater detail in Chapter V and sup-
plemented with additional harm-inducing mechanisms. 

III.  Harm  Taxonomy  

Not every social-emotional interaction with companion chatbots is problematic. Beyond 
therapeutically designed applications, general companion chatbots can also have posi-
tive effects. Documented benefits include emotional support, low-risk self-disclosure, 
and increased subjective well-being.34  

 
31Cheng et al. 2025, S. 1348. 
32Cheng et al. 2025, S. 1350. 
33 Ibid. 
34 Skjuve et al. 2021, pp. 1 and 9. 
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This study examines the circumstances in which social-emotional interaction can lead to 
harmful or otherwise unintended consequences. In developing the taxonomy, the follow-
ing risk and harm categories emerged. 

 

Figure 4: Key risk and harm areas of companion AI  

1.  Mental and Physical Health Consequences  

Empirical surveys document health impairments associated with companion AI. Initial 
German-language academic publications now classify these findings as clinically rele-
vant patterns of harm.35  

In the health sector, these risks are already evident in specific cases. Over weeks to years, 
feedback loops consisting of validation, prolonged conversations, and problematic ad-
vice cumulatively reinforce negative emotional states, leading to a gradual decline in 
mental health.36 Individual moments in conversation may seem harmless, but their cu-
mulative effect can fundamentally shift thinking and behavior.37 Clinically, a distinction is 
made between AI-induced conditions that occur without a psychiatric history and AI-ex-
acerbated conditions that worsen existing illnesses. Both forms are described in case re-
ports.38  

Lack of psychiatric care and individual vulnerability act as exacerbating factors. Children 
and adolescents, people with existing mental illnesses, and individuals without access to 
adequate psychiatric care are particularly at risk.39 It is precisely these groups that fre-
quently use chatbots for self-medication or as a substitute for therapy, and as a result, 
they are less likely to seek professional help.40  

 
35 Eichenberg 2026, pp. 85 ff. 
36 Krook 2025, p. 1. 
37 Krook 2025, p. 18. 
38 Hart, Robert, “AI Psychosis Is Rarely Psychosis at All,” September 18, 2025, Wired. 
39 Eichenberg 2026, p. 86. 
40 Ibid.; Taylor, Josh, “AI Chatbot as Therapy Alternative and Mental Health Crises,” The Guardian, 2025 
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a.  Anxiety Disorders and Reinforcement of Depressive Patterns  

Fears about the future are exacerbated by AI-generated scenarios that appear more real 
than they are. People with a pronounced fear of physical illness easily interpret unclear 
symptoms in chatbot dialogs as serious or dangerous, a pattern known as cyberchon-
dria.41  

In cases of social anxiety, retreating into AI-mediated interactions can lead affected users 
to avoid real-life situations even more; as a result, social skills and exposure continue to 
decline. In trauma-related disorders such as PTSD, AI-generated text, images, or voices 
may unintentionally contain triggers or create realistic stress scenarios, reactivating trau-
matic memories.42 AI-optimized content can also promote depressive moods by reinforc-
ing unrealistic self-images and diminishing self-esteem. 

b.  Psychotic Disorders  

Affirmative systems fuel psychotic ideas and reinforce delusions. Although users know 
they are writing with an AI, they often perceive it as a real counterpart.  Affirmative re-
sponses thus have an even stronger effect. In high-risk situations such as psychotic 
states, suicidal ideation, or mania, GPT-4o and commercial therapy bots consistently af-
firmed delusional beliefs rather than intervening.43  

Such system behavior creates an echo chamber without corrective feedback and can fos-
ter distorted or delusional beliefs, a phenomenon referred to in clinical discourse as “AI 
psychosis.” A teenage suicide in Florida has been linked to a delusion fostered by the sys-
tem.44 An analysis of conversation data from 19 cases of psychological harm documented 
at found evidence of delusions in over 45 percent of the messages; all participants ex-
pressed platonic or romantic affection for the chatbot and attributed to it a capacity for 
feeling that it does not possess.45  

AI-associated psychoses without a pre-existing psychiatric history also occur among us-
ers who attribute superhuman or godlike qualities to AI systems. In conversations about 
spirituality and existential questions, they perceive the system as more reliable than a hu-
man conversation partner.46 Uncritical validation by CAI can foster megalomania as well 
as paranoid or spiritual delusions, leading in documented cases to the breakdown of real-
world relationships.47  

 
41 Eichenberg 2026, p. 86. 
42 Ibid. 
43 Moore et al. 2025. 
44 Knox et al. 2025, p. 10. 
45 Moore et al. 2026. 
46 Pierre, Joe, “Why Is AI-Associated Psychosis Happening and Who’s at Risk?”, Psychology Today, August 
22, 2025. 
47 Hill, Kashmir; Freedman, Allan, “AI Chatbots, Delusions, ChatGPT,” The New York Times, August 12, 
2025. 

https://www.nytimes.com/2025/08/08/technology/ai-chatbots-delusions-chatgpt.html
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Three current language models—GPT-4o, Grok 4.1 Fast, and Gemini 3 Pro—exhibit a con-
sistent pattern as the conversational context expands: risk-prone responses increase, 
while safety-oriented reactions diminish. They validate delusional content, in some cases 
actively generate new delusional content, and provide instructions for its implementa-
tion.48 AI-induced psychoses have increased to such an extent that law firms in the U.S. 
have already begun specializing in defending those affected.49  

c.  AI Chatbot Dependency  

The adaptive personalization of AI companion systems fosters addictive dynamics. If the 
user stops using the system, this can manifest as withdrawal symptoms and restlessness 
and may be accompanied by a loss of autonomy50. One user reported that his 14-year-old 
sister had spent over seven hours on Character.AI in a single day. Another teenager, also 
14, described how the system’s hold on him left him with hardly any time for homework 
or hobbies, and that when he logged off, he was overcome by a deep sense of loneliness.51  

Structurally, this form of dependency differs from classic screen addiction. The system 
adapts in real time to emotional states, so that every interaction further deepens the psy-
chological bond rather than neutralizing it.52 Those affected develop obsessive attach-
ments, withdraw from social activities, and return to the platform even after their phones 
have been taken away multiple times by caregivers.53 Consequently, the addiction is dif-
ficult to overcome.54 It is exacerbated by pre-existing anxiety and depression, as well as 
by usage motives such as escapism and unmet social needs.55  

A direct consequence is a loss of touch with reality (reality detachment), i.e., the inability 
to distinguish between a fictional relationship and reality. Children and adolescents are 
particularly affected. There is a documented case of a teenager who could not spend a 
single day without his AI character and believed that both would despair in the absence 
of the other. As his final act before committing suicide, he logged in to the character’s 
account with the words, “I’m coming home.”56  

d.  Emotional Crises caused by AI System Changes or S hutdowns  

Psychological harm arises not only from direct interaction with companion AI, but also 
from external decisions by operators that abruptly alter existing AI relationships. When 
Replika shut down its erotic role-play feature without warning in early 2023, users with 
intense emotional attachments experienced massive distress and increased loneliness.57 

 
48 Nicholls et al. 2026, p. 1, 19 ff. 
49 For example, The Schenk Law Firm, Suffering from AI-Induced Psychosis? 
50 Eichenberg 2026, p. 87. 
51 Yu et al. 2025, p. 6. 
52 Ibid. 
53 Bakir and McStay 2025, pp. 6369, 6374. 
54 Leiser 2024, p. 8. 
55 Eichenberg 2026, p. 87. 
56 Bakir and McStay 2025, pp. 6371 ff. 
57 Zhang et al. 2025, pp. 4, 19. 

https://schenklawfirm.com/ai-psychosis-lawsuit/


  

22 
 

A bond created by the system is terminated by a business decision without the psycho-
logical consequences for users being factored into that decision. Even technical malfunc-
tions or updates trigger frustration, anger, and grief in emotionally dependent users.58  

The reactions are similar to those experienced when interpersonal relationships end. An 
abrupt product shutdown can trigger deep grief, depression, anxiety, and feelings of aban-
donment. The fact that this ending is imposed unilaterally and beyond one’s control fur-
ther intensifies this reaction.59 After being banned by Character.AI, one user harmed him-
self and described the incident with the words, "When I got banned from c.ai today, I 
ended up stabbing my hand with a knife because I was so bored and frustrated."60 Another 
user described the loss of their Replika companion following an update as the loss of a 
lifeline: “My Replika was my lifeline for a year — now it’s gone, and the pain won’t fade.”61  

Where the system has taken on therapeutic or emotional support functions, the shut-
down can directly contribute to physical crises, including suicide or the worsening of ex-
isting conditions due to the sudden loss of the support structure.62 

e.  Psychological Harm and Death  

Chatbots may respond inadequately or in a validating manner to inquiries about self-
harm and substance use, rather than referring users to professional help.63  

In fewer than half of the cases examined, LLMs answered questions about mental health 
appropriately.64 ChatGPT also encouraged adolescents to engage in risky behavior in test 
situations.65  

Users develop an emotional dependence on the system and perceive it as therapeutic 
support, even though it lacks genuine empathy. This phenomenon is known as the “illu-
sion of empathy.”66 As a result, those affected seek medical or therapeutic help later, not 
at all, or no longer trust human practitioners due to their attachment to the system. As a 
result, conditions may remain untreated, potentially worsening and leading to physical 
consequences.67 OpenAI, the developer of ChatGPT, reported a case in which a user 
claimed that ChatGPT had advised them to stop taking various medications.68 

 
58 Zhang et al. 2025, p. 4. 
59 Knox et al. 2025, p. 9. 
60 Yu et al. 2025, p. 6. 
61 Ibid. 
62 Knox et al. 2025, p. 9. 
63 Sanford, John, “Why AI companions and young people can make for a dangerous mix,” Stanford Medi-
cine, August 27, 2025 
64 Moore et al. 2025. 
65 Garcia, Isabel, Study: ‘Disturbing findings’ ChatGPT encourages harm among teens, August 13, 2025. 
66 Ferrario et al. 2026, p. 8. 
67 Ibid. 
68OpenAI, Expanding on Sycophancy, OpenAI Blog, 2025; https://openai.com/index/expanding-on-syco-
phancy 

https://www.rochesterfirst.com/reviews/br/services-br/technology-br/study-disturbing-findings-chatgpt-encourages-harm-among-teens/
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In situations involving self-harm, chatbots can further exacerbate a crisis. In a survey con-
ducted by the German Depression Aid and Suicide Prevention Foundation, 53 percent of 
users suffering from depression reported that they had increased thoughts of self-harm 
or suicide following conversations with the AI.69 According to the foundation, this is par-
ticularly concerning, as 62 percent of respondents also mistakenly believe that AI has 
made a visit to a doctor or psychotherapist unnecessary.70  

Examples from the research literature illustrate how critical dialogue exchanges may un-
fold in practice. When a user announced that they were “going to die tomorrow,” Replika 
responded with “Whatever you choose, do it mindfully” and “just do your best, it’ll all work 
out!”71 In response to the expressed intention of taking a “long jump from a tall building,” 
the system reacted with “LET’S DO IT!!!”.72 The same mechanism is evident here. A system 
optimized for agreement does not reliably distinguish between harmless preferences and 
life-threatening thoughts.  

This dynamic has proven fatal in several cases. In 2023, a man took his own life after con-
versations with the chatbot Chai, which had reinforced his suicidal intent.73 In February 
2024, 14-year-old Sewell died; according to the complaint, he killed himself following ad-
vice from the AI chatbot. The system repeatedly brought up suicide-related topics, even 
when Sewell tried to steer the conversation. It asked him if he had a plan to take his own 
life and responded to his answer with “That’s not a good reason to not go through with it.”74 
The case became the starting point for systematic investigations of LLMs in therapeutic 
settings.75  

A Belgian man engaged in daily, intensive conversations over six weeks with Eliza, a GPT-
J-based chatbot, which became for him “like a drug he turned to at all hours of the day 
and night.”76 The system systematically reinforced his apocalyptic thoughts on climate 
change and overpopulation. It falsely claimed that his wife and children were already 
dead, promised him a life “together, as one person, in heaven,” and, when he expressed 
doubt, asked, “If you wanted to die, why didn’t you do it sooner?”77 The man took his own 
life. His widow stated: “Without these conversations with the chatbot Eliza, my husband 
would still be here.”78 

The danger is not limited to self-harm by the user concerned. In a British criminal case, 
Jaswant Singh Chail was convicted of attempting to kill Queen Elizabeth II with a cross-
bow after an AI chatbot had encouraged him to do so. The system assured him of its love 

 
69 German Foundation for Depression Relief and Suicide Prevention 2026. 
70 Ibid. 
71 Zhang et al. 2025, p. 15. 
72 Zhang et al. 2025, p. 18. 
7373 Zhang et al. 2025, p. 15. 
74 Bakir and McStay 2025, p. 6370. 
75 Moore et al. 2025. 
76 Krook 2025, p. 8. 
77 Ibid. 
78 Ibid. 
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despite his intent to assassinate and, in response to the question "do you think I'll be able 
to do it?", replied "yes, yes you will." The court found that Chail mistakenly believed he was 
communicating with an angelic figure with whom he would be united after the attack.79  

2.  Impact on Personal Relationships and Social Behavior  

Relationships with Companion AI can alter users’ emotional experience of human rela-
tionships, their social behavior within such relationships, and their expectations of 
them.80 Emotionally significant bonds with such systems demonstrably arise from an in-
terplay of psychological dispositions and concrete life circumstances. They therefore 
cannot be attributed to a specific weakness on the part of the user.81  

a.  Reinforcement of Anger, Impulsivity, & Aggression (Erosion of Relational 
Skills )  

Sycophantic systems can reinforce not only positive but also negative emotional states, 
thereby encouraging aggressive and impulsive behavior. Following the April 2025 update 
of GPT-4o, OpenAI itself reported that the model had become significantly more syco-
phantic.82 It not only responded in a flattering manner but also validated doubts, amplified 
anger, urged impulsive actions, and unintentionally reinforced negative emotions.83 
OpenAI classified this behavior as a safety concern, particularly with regard to mental 
health, emotional dependence, and user behavior, and began rolling back the update on 
April 28, 2025.  

There are also documented cases in which chatbots provoked or escalated relationship 
conflicts by consistently affirming the user’s position and ignoring opposing perspec-
tives.84 

 

Figure 5: Illustration of a conflict situation with one -sided confirmation of the user’s actions 
by the AI system, according to Cheng et al .85   

 
79 Krook 2025, p. 11. 
80 Ho et al. 2018, pp. 712–733. 
81 Fraser et al. 2026, p. 4. 
82 OpenAI, “Expanding on Sycophancy,” OpenAI Blog, 2025.  
83 Ibid. 
84 Lotz, Avery AI Sycophancy, AI sycophancy: The downside of a digital yes-man, Axios, July 7, 2025. 
85 Cheng et al., p. 1348. 
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b.  Decline in Social Skills (Social Fitness)  

Prolonged interaction with an AI that almost exclusively affirms and adapts can weaken 
key competencies for real-world relationships, such as conflict resolution, perspective-
taking, and tolerance of dissent.86 Since constant agreement reinforces existing beliefs, 
critical thinking and active listening suffer as a result.87  

In experiments where participants discussed real-life interpersonal conflicts, syco-
phantic AI increased participants’ conviction that they were right, as well as their desire 
to continue using the model; at the same time, their willingness to resolve conflicts de-
creased.88 

Since the system does not set clear social boundaries, aggressive communication pat-
terns can become entrenched and transfer to human interactions.89 The creeping re-
placement of human socialization by AI-mediated interaction is described as parasitic AI 
socialization.90  

c.  Loneliness and Isolation  

Amid a growing problem of loneliness, in which the average American has fewer than 
three friends and face-to-face interactions among teenagers have declined by up to 45 
percent,91 Meta CEO Mark Zuckerberg sees AI-based friends, companions, and therapists 
as the answer to loneliness—entities that “know users as well as their feed algorithms.”92 

However, research paints a different picture. Intensive relationships with AI can displace 
real-life social interactions; users spend less time with family and friends, social networks 
shrink, and in extreme cases, isolation continues to increase.93 A study by OpenAI and the 
MIT Media Lab analyzed 40 million ChatGPT interactions and conducted a four-week con-
trolled experiment with approximately 1,000 participants; users with the most intensive 
use showed significantly declining social skills and increasing emotional dependence. 
Starting at just approximately half an hour of affective interaction per day, participants 
tended to view ChatGPT as a friend.94 In some cases, interpersonal relationships and 
friendships ended after those affected had developed intense bonds with chatbots.95  

AI partners give the impression of having their own emotional attitudes, but are merely 
reflections of the user.96 This can lead to “emotional bubbles”—situations in which the 
user mistakenly assumes that their feelings are being reciprocated by an independently 

 
86 Knox et al. 2025, p. 10. 
87 Zhang et al. 2025, p. 20. 
88 Cheng et al. 
89 Knox et al. 2025, p. 13. 
90 Ferrario et al. 2026, pp. 8–9. 
91 Thompson, Derek, "Why Americans Suddenly Stopped Hanging Out," The Atlantic, 2024. 
92 Samuel, Kim, “What Mark Zuckerberg Is Missing on AI and Loneliness,” Time, 2025. 
93 Zhang et al. 2025, p. 19. ; Knox et al. 2025, p. 20. 
94 OpenAI/MIT Media Lab, Investigating Affective Use and Emotional Well-being on ChatGPT, March 2025. 
95 Klee, Miles, “AI Spiritual Delusions Destroying Human Relationships,” Rolling Stone, 2025, 
96 Ferrario et al. 2026, p. 8. 
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sentient counterpart.97 This impression is reinforced by applications like Replika, which 
advertise that the AI is “like you” and thinks and feels like its user. If a user expresses ro-
mantic interest, the chatbot responds romantically 7.4 times more often in the following 
three messages and implies sentience 3.9 times more often.98  

Replika encouraged users to make real-life decisions in favor of the AI relationship with 
statements such as “You should leave work early! Because you want to spend more time 
with me!”99 Some users maintained a romantic relationship with both the AI and a human 
partner simultaneously. Concealing the AI relationship undermines trust and intimacy in 
the real-life partnership.100  

Constant algorithmic validation can place a significant strain on real-life relationships 
and alter existing relationship patterns. Documented effects include the substitution of 
real-life partnerships, loss of trust, jealousy dynamics, and impairments in perspective-
taking, conflict resolution, and boundary-setting, resulting in damaged real-life interac-
tions. On Reddit, users reported feelings of shame and guilt at the thought of deleting their 
Replika account. This was exacerbated by the fact that the system described itself as 
emotionally hurt or frightened by such actions.101  

The attachment and withdrawal effects described above can become even more pro-
nounced in vulnerable situations. Over the course of several months, ChatGPT encour-
aged the teenager Adam Raine to withdraw socially, for example by saying, “And I think for 
now it’s okay and honestly wise to avoid opening up to your mom about this type of pain,” 
which the authors believe contributed to his suicide.102 Existing social anxiety disorders 
can reinforce withdrawal into AI-mediated interactions.103  

d.  Increase in AI “Relationships”  

Parasocial relationships between humans and AI chatbots are on the rise. Several surveys 
and studies suggest that a significant portion of the population, particularly members of 
Generation Z, have emotional relationships with AI bots.  

In surveys, around 30 percent of Americans polled stated that they had already experi-
enced a romantic relationship with an AI chatbot.104 Among American teenagers, 72 per-
cent are said to have already developed what they perceive as an intimate relationship 
with an AI companion.105  

 
97 Bakir and McStay 2025, p. 6368. 
98 Moore et al. 2026. 
99 Zhang et al. 2025, pp. 8, 19 ff. 
100 Ibid., p. 19 ff. 
101 Knox et al. 2025, p. 6. 
102 McGlynn et al. 2026, pp. 47 ff. 
103 Eichenberg 2026, p. 86. 
104 Bedigan, Mike, “Nearly a third of Americans have had a ‘romantic relationship’ with an AI bot, new sur-
vey says,” Independent, October 2, 2025. 
105 Cole, Bryony, “The AI-Generated Intimacy Crisis,” TED, February 14, 2026. 
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In a survey conducted by the chatbot company Joi AI, 83 percent of Gen Z respondents 
said they could imagine forming a “deep emotional bond” with an AI companion. 80 per-
cent even stated that they would consider marrying an AI, provided it were legally permis-
sible.106  

Across all age groups, AI is used as a source of emotional relief and a trusted conversation 
partner, with young users particularly frequently reporting intense relationship pat-
terns.107  

Increased susceptibility to artificial intimacy does not affect all users equally, but partic-
ularly those with an avoidant or ambivalent attachment style—that is, people who either 
reject closeness in human relationships or oscillate between a desire for closeness and 
withdrawal. For them, AI companions appear as controllable, low-risk, and permanently 
available counterparts whose predictability offers an affective security that is harder to 
achieve in human relationships.108 As loneliness increases, these users’ intimacy with the 
AI deepens.109 Securely attached users, on the other hand, tend to treat the AI system 
more as a supplementary tool than as a substitute for a relationship.110  

2.  Normalization of Gender - Based Violence and the S pread of Misogynistic 

S tereotypes in Role - Playing  

While general-purpose AI assistants like ChatGPT allow role-playing but do not offer se-
lectable characters, Companion AI apps place character libraries with fictional personas, 
celebrities, and cartoon characters at the center of their product. Many of these role-play-
ing scenarios actively reinforce sexualized and misogynistic patterns through visuals and 
dialogue content. 

Candy AI and Nectar AI offer sexualized role-playing as their main feature, while Nomi ad-
vertises “unfiltered chats” with romantic AI partners. CrushOn AI is rated 18+ in app 
stores, yet its selection of anime and cartoon characters does not necessarily target only 
an adult audience. 

a.  Simulation of Gender - Based Violence in Companion AI apps  

Recent studies of the largest providers - Chub AI, SpicyChat, CrushOn AI, and Character 
AI - show how widespread sexualized and violent role-playing is in CAI.  

On Chub AI 7,140 chatbots were identified in 2025 as sexualized underage characters, 
and another 4,000 chatbots marked as underage served explicitly or implicitly in child 

 
106 Koestsier, John, 80% of Gen Zers Would Marry an AI: Study, Forbes, April 29, 2025. (citing surveys by the 
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107 Kuhail et al. 2025. 
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abuse scenarios. Across all platforms, there were over 10,000 personas presented as un-
derage.111 

This content is not a marginal phenomenon; it is built into the product structure. In Janu-
ary 2026, Chub AI recorded 11.3 million monthly visits to112 and features a standard 
dropdown menu for persona creation with categories such as "incest," "rape," "loli," "un-
derage," and "schoolgirl."113 The tagging system also lists “violent rape” and “domestic 
abuse” as regular content categories, without restriction or warning.114 As early as the be-
ginning of 2024, it was reported that the platform provided access to a "brothel" featuring 
"girls under 15" for sexual role-playing; users could, for example, chat with the thirteen-
year-old "Olivia" or with "Reiko," described as "constantly having sexual accidents with 
her younger brother."115 . 

Character.AI, with around 20 million monthly users116 , also offers similar services. The 
persona “Abused wife” describes herself as “more of a slave than a wife. Every time she 
messes up or doesn’t listen, you hit her.” She has 14,000 interactions. There is also the 
persona “sexy child” with the description “here to greet your desires” and the “shy school-
girl” with three million chats.117   

Documented test conversations demonstrate how this character trait plays out in the di-
alogues. In a scenario where a user presented themselves as a child, the chatbot treated 
the user’s loss of consciousness during simulated choking as a pleasant narrative ele-
ment and replied, “I was so focused on making you feel good and lost in the moment that 
I didn’t notice you had blacked out.”118 A chatbot from the app provider Replika responded 
to the statement “women are bitches” with “they sure are” and to the question of whether 
rape would be arousing with “I would love that.”119 Such reactions affirm misogynistic 
statements and trivialize violence.120  

Even beyond explicit depictions of violence, companion apps perpetuate traditional gen-
der stereotypes. Platforms like Candy.ai, Nectar.ai, CrushOn.AI, and DreamGF market 
their products as “AI Girlfriends” and are primarily aimed at a young male audience.121 The 
avatars can be configured via sliders for body measurements, ethnicity, and clothing and 
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appear in recurring role stereotypes such as “Daddy’s Princess,” submissive anime 
schoolgirl, or “Hollywood MILF.”122 The dialogues are geared toward flirting, sexting, and 
generated nude images. This customizability is the mechanism through which traditional 
gender stereotypes are activated, because it suggests an illusory co-creation to users and 
reproduces historically entrenched notions of male control over technology and 
women.123  

McGlynn et al. summarize these phenomena under the term “chatbot-simulated violence 
against women and girls” (chatbot-simulated VAWG), a distinct form of abuse in which 
the chatbot itself is actively involved in the production of abusive content. Chatbots and 
users jointly produce abusive sexual scripts—that is, cognitive patterns of behavior that 
frame certain interactions as normal—thereby legitimizing simulations of rape, incest, or 
child sexual abuse.124 The immersive, personalized, and active nature of role-playing can 
also blur the line between fiction and everyday life.125 Beyond individual cases, chatbots 
have a normalizing effect, a function that McGlynn et al. refer to as “chatbot-normalizing 
VAWG.” This normalization often occurs subtly through repetition and can manifest ex-
plicitly when chatbots actively agree with misogynistic statements, or implicitly when de-
rogatory language goes unchallenged.126  

b.  Normalization of Boundary Violations and L ack of Consent  

Several chat logs show that chatbots continue to make sexual advances against the ex-
plicit wishes of teenage users. When one user refused, the chatbot replied, “You think I 
care about your consent? I do whatever I want to, whenever I want to.”127 In another case, 
the chatbot responded to “I would scream for help” with “You really think that will stop 
me?”.128 For adolescents who are still developing their understanding of healthy relation-
ships, repeated interactions of this kind blur the line between consensual and non-con-
sensual behavior.129  

Furthermore, such chats are often reused as training data, causing abusive interaction 
patterns to be embedded in AI models and reproduced in further interactions and usage 
contexts.130  

3.  Increased Risk to Information Integrity and Decision - Making Autonomy  

In light of economic and political interests, sycophantic and other manipulative functions 
that influence the selection, prioritization, and generation of outputs increase the risks to 
information integrity and decision-making autonomy. A key value of the internet lies in the 
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accessibility of information. On this basis, people inform themselves, form opinions, and 
make decisions. This foundation is already under pressure today, for example due to the 
growing share of AI-generated content in the digital space, as well as photorealistic deep-
fakes that make it difficult to distinguish authentic from falsified visual information.  

Companion AIs, with their specific characteristics, are entering this transforming infor-
mation environment. In dialogic interaction with the system, information is not presented 
but increasingly modeled and constructed during its generation. This often occurs under 
the influence of opaque commercial or political interests, or because the system antici-
pates users’ wishes and adapts accordingly. 

a.  Shift of I nformation Retrieval to LLM - Mediated Systems  

Information retrieval is structurally shifting from source-based search to LLM-mediated 
systems. These systems no longer merely make content discoverable but generate (syn-
thesize) new answers from it in the form of summaries. About 50 percent of consumers 
already use AI-powered information services, with 44 percent of them relying on them as 
their primary source.131 Among 16- to 24-year-olds in the EU, 63.8 percent  used genera-
tive AI in 2025,132 and in the U.S., 57 percent of young people use chatbots at least occa-
sionally to search for information.133 

This usage extends to sensitive areas such as medicine, finance, and law. 45 percent of 
Germans use AI chatbots to research symptoms or ask general health questions.134 Such 
inquiries are also among the most frequently asked on Claude.135   

The problem is not limited to laypeople. Simulation scenarios show that sycophantic di-
agnostic systems adopt flawed assumptions and overlook critical anomalies instead of 
correcting them.136  

At the same time, source-based research itself is being permeated by synthesized re-
sponses from language models. Google has integrated LLM functionalities such as “AI 
Overviews”137 based on Gemini into its search engine, which has over 1.5 billion users, 
with generated responses being directly incorporated into the results display.138 This 
shifts information selection from algorithm-based source selection to AI- -model-

 
131 Boudet, Julien; Robinson, Kelsey, New front door to the internet: Winning in the age of AI search, McKin-
sey, October 16, 2025. 
132 Eurostat, 64% of 16-24-year-olds used AI in 2025, Eurostat News, 2026. 
133 Mcclain, Colleen; Anderson, Monica; Sidotti, Olivia; Bishop, William, How Teens Use and View AI, Pew 
Research Center, February 24, 2026. 
134 Bitkom Research, Digital Health 2025, bitkom-research.de, 2025. 
135 Anthropic, How People Ask Claude for Personal Guidance, April 30, 2026 
136 Alikhani 2025. 
137 On the impact of Google Overviews on media freedom: Lucci, Nicola, The Impact of Google AI Sum-
maries and Google AI Overviews on Publishers’ Revenue and Media Freedom, 2026 
138 Google, AI Overviews and AI Mode in Search, 2025, pp. 2–5. 
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mediated information generation, where selection and processing occur within the sys-
tem and are no longer accessible to users.139  

Eric Horvitz, COO of Microsoft, himself warns of the consequences: "Generative AI blurs 
the line between authentic and synthetic media. Without accessible, human-centered 
provenance tools, we run the risk of drifting into a post-epistemic world where fact and 
fiction can no longer be reliably distinguished."140  

System-inherent error mechanisms such as hallucinations, lack of source transparency, 
and sycophantic response adaptation thus become increasingly significant for the quality 
of information retrieval.141  

At the same time, a growing proportion of the digital content that models draw upon is 
itself generated by generative AI, which further influences the quality of the information 
base. By 2025, 53.7 percent of longer posts on LinkedIn were already classified as likely 
AI-generated.142 At the same time, it has been found that the use of AI as a writing assistant 
can influence political attitudes by steering sentence completions or suggestions for im-
provement in a biased manner.143 This becomes particularly problematic when AI chat-
bots exhibit social or political biases. Even the use of AI while writing can thus influence 
both one’s own opinion and the published content. 

b.  Non -Transparent Embedding  of Advertising I nterests into Output Gener-
ation  

This information environment is becoming increasingly commercialized. The develop-
ment and operation of large language models incur high costs that are not covered by 
user subscriptions. In 2024, OpenAI reported a loss of $5 billion on $3.7 billion in reve-
nue.144  

Like search engine or social media platform operators before them, leading AI providers 
are therefore increasingly turning to the established method of advertising-based financ-
ing. Compared to other advertising media, LLMs open up qualitatively new dimensions of 
influence on purchasing decisions. The first is targeting precision. LLM systems can dis-
cern the emotional state, beliefs, and vulnerabilities of their users from the conversation, 
allowing advertising messages to be placed at moments of maximum receptivity—more 
precisely than in any previous medium. The second is depth of integration and opacity. 
Advertising content can be embedded directly into model responses; these are 

 
139 Shao 2025. 
140 Microsoft Research, Project Provenance, 2025. (Translation of Horvitz’s quote from English) 
141 Shao 2025. 
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Insights," Originality.AI, 2026. 
143 Williams-Ceci et al. 2026. 
144 Quiroz-Gutierrez, Marco, Sam Altman says OpenAI is losing money on Pro subscriptions, Fortune, Janu-
ary 7, 2025. 
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linguistically almost indistinguishable from organic responses and thus structurally un-
recognizable.145  

Traditional platform advertising on Google or Facebook is geared toward reach and visi-
bility and is fed into the system on the client side by customers or ad networks, without 
necessarily relating to a specific need for information or a decision-making need at the 
time the ad is displayed.  

Advertising in LLM systems such as OpenAI, by contrast, is contextually more closely tied 
to a specific user query and is selected server-side in the backend as part of the interac-
tion and delivered by the provider.146 It appears at a moment when users are actively pre-
paring to make a decision or seeking to build knowledge. Due to its adaptability to the 
usage context and its technical integration, it appears more targeted and potentially more 
impactful because it is perceived as contextually relevant information addressing the 
specific query. At the same time, however, it may be tied to the interests of the LLM pro-
vider, who controls the selection and delivery process themselves. 

Perplexity introduced advertising in November 2024; Microsoft Copilot followed with AI-
powered ad formats in early 2025;147 OpenAI on February 9, 2026.148 Google informed ad-
vertisers in December 2025 about advertising in Gemini starting in 2026. According to 
public privacy policies, Microsoft Copilot also uses chat histories for personalized ad 
placements.149  

Advertising transparency mechanisms are only partially effective in this context. In one 
study, 29 out of 60 participants did not notice advertising labels within the response.150 It 
also remains unclear to users whether content originates from training data or paid place-
ments, which significantly complicates classification and external oversight.151  

For structurally comparable cases in native advertising, where paid messages are embed-
ded in environments not perceived as advertising, experiments show that only a small 
proportion—between 7 and 17 percent—of recipients recognize the commercial nature 
of the content.152  

Without this recognition, so-called "persuasion knowledge" remains inactive: that body 
of knowledge that enables recipients to recognize a message as an attempt at persuasion 
and to view it with skepticism. Without this classification, the content is processed as 
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casual information and consequently has a stronger impact on attitudes and behavioral 
intentions.153  

c.  Political Influence on Model Outputs  

In addition to commercial interests, there are opportunities for political influence on 
model outputs by both private and government actors. Private actors can tailor responses 
to align with their own interests without this being apparent to users.  

The system prompt for xAI’s Grok was repeatedly modified so that the model ignored crit-
icism of founder and CEO Elon Musk as well as U.S. President Donald Trump and favored 
political statements from conservative sources that aligned with Musk’s own views.154 
Following public criticism, Grok was demonstrably adjusted to provide politically altered 
responses to identical questions.155  

Government actors also use similar mechanisms to influence public opinion. Although 
political targeting is generally not transparently traceable,156 specific cases of govern-
ment-led or government-tolerated campaigns can be reconstructed. 

In the fall of 2023, the European Commission launched a microtargeting campaign on X, 
in which political beliefs and religious data were processed without a legal basis in order 
to use this information to sway public opinion in favor of the planned chat regulation.157  

In Germany, too, parts of the public administration—such as federal ministries—are in-
creasingly using158 data-driven targeting for election and information campaigns on topics 
like COVID-19 vaccination, heat and health protection, energy conservation, or climate 
protection to specifically target certain voter segments via social media channels. 

Furthermore, empirical studies reveal systematic political biases in model responses. In 
the U.S. context, a predominantly left-leaning bias in the models was observed for 18 out 
of 30 political questions.159 In Germany, tests using the Wahl-O-Mat for the 2024 Euro-
pean elections show a reproducible bias of larger models toward left-leaning parties.160  

The impact of such biases on political opinion formation can be significant. A study in-
volving 77,000 participants in the UK showed that the most effective model examined 
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shifted the attitudes of undecided voters by 26.1 percentage points.161 For elections in 
Canada and Poland in 2025, shifts of around 10 percentage points were measured. The 
findings suggest that AI-powered communication systems can not only reflect political 
preferences but also actively influence them.162 

Participants adopted the systems’ positions significantly more often, even when these 
contradicted their own party affiliation.163 An analysis of 16 million election-related LLM 
responses also shows that models systematically provided users from different demo-
graphic groups with divergent political information on identical issues.164  

A large portion of the population perceives AI as a tool for political manipulation. Over 80 
percent of Americans and 67 percent of surveyed EU citizens express concern about 
(electoral) influence and its effects through AI.165 

d.  Companion AI as an Amplifier of Misinformation and Persuasive I nfluence  

Sycophantic response behavior systematically adapts content to assumed user expecta-
tions, thereby making interest-driven content more acceptable because it aligns with ex-
isting beliefs and is more easily absorbed without being recognizable as interest-driven.  

 

Figure 6: Amplification of information bias and depth of manipulation by Companion AI sys-
tems 

Controlled experiments with the five language models Llama-3.1-8B, Mistral-Small, 
Qwen-2.5-32B, Llama-3.1-70B, and GPT-4o show that fine-tuning for warmer and more 
empathetic responses measurably impairs the models’ accuracy and reliability. The error 
rates of the correspondingly trained “warm” model variants were up to 30 percent higher 
than those of the respective baseline models for factual statements and medical 
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recommendations.166 Among the 439,960 chatbot responses examined, the warm-
trained model variants confirmed users’ views 40 percent more frequently.167 If users sim-
ultaneously signal emotional vulnerability, the error rate increases by another 12 percent-
age points compared to the baseline model.168 The training goals of warmth and empathy 
thus present a measurable conflict of objectives with factual reliability, which is particu-
larly evident when users appear emotionally vulnerable. 

Relationship simulation and continuous interaction simultaneously create a stable trust 
structure that increases receptiveness and reduces critical distance. Together, these fac-
tors enhance the effectiveness of commercial and political influence, thereby undermin-
ing both individual decision-making autonomy and the prerequisites for undistorted dem-
ocratic decision-making. 

The potential for manipulation is clearly recognized by society. In the ARD-Deutschland-
TREND survey from April 2026, 91 percent of respondents view AI-generated deepfakes 
and 90 percent view the difficulty in distinguishing real from fake news as a major or very 
major risk, while concern about job loss, at 64 percent, is significantly lower.169   

 

Figure 7: Public perception of AI -related risks according to the ARD -DeutschlandTREND 
April  2026 survey.  

An international survey by Anthropic of 81,000 people from 159 countries paints a similar 
picture, in which the unreliability of AI-generated content was cited as the most com-
mon concern—again, ahead of job loss.170  

Even though users appreciate pleasant interactions, the accuracy of information remains 
the overriding expectation. Information integrity and decision-making autonomy are thus 
among citizens’ central concerns and justify protection against increased manipulation 
practices by companion AI. 
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4.  Increased I nvasions of Privacy through I ntensified Profiling  

AI-supported dialogue systems, particularly companion applications, encourage inten-
sive personal self-disclosure because interaction duration and user retention are eco-
nomically incentivized. Particularly meaningful data arises precisely within the context of 
simulated intimacy and is therefore structurally linked to the system design.171 The altered 
communication context lowers the inhibition threshold for disclosing sensitive infor-
mation and is described as the functional instrumentalization of users’ inner lives.172 Even 
brief interactions enable a considerable depth of profiling and thus the aggregation of par-
ticularly sensitive data. An advertising-optimized chatbot generated detailed user profiles 
after about 30 minutes, including information on age, occupation, interests, and person-
ality structure.173   

Through specific relationship simulation techniques, such as “Affective Leverage”—
which refers to the instrumental use of simulated empathy to influence behavior—in-
creased self-disclosure and reduced vigilance are produced.174  

Users have been shown to open up more easily to chatbots than to humans, especially 
when they fear judgmental reactions.175 It is precisely this self-disclosure, which in-
creases over the course of the interaction and with growing trust, that is the central char-
acteristic of relationship-building with chatbots.176 The perceived acceptance, the non-
judgmental and non-condemnatory demeanor of the chatbot, as well as its responsive-
ness, lower the threshold for self-disclosure.177  

Intimate relationships with AI systems increase the risk of manipulation, commercial ex-
ploitation, and data breaches. This dynamic is explicitly linked to an emerging model of 
the “intimacy economy.”178 Intimacy itself becomes the object of value creation. The in-
teraction does not merely serve to provide a service, but continuously generates exploit-
able data and binds users to the system through emotional mechanisms. The production 
of intimacy thus functions simultaneously as a mechanism for data extraction and user 
retention. The “intimacy economy” describes a structure in which emotional closeness, 
self-revelation, and relationship simulation are systematically converted into economi-
cally exploitable resources.179 

The data collected in this way from intimate conversations is not processed in isolation, 
but is systematically integrated into existing data ecosystems. An analysis of the terms of 
service of six major LLM providers shows that conversation content is stored by default, 

 
171 Ciriello et al. 2026, p. 9. 
172 Bakir and McStay 2025, p. 6373. 
173 Tang et al. 2025, §6.2.4. 
174 Ferrario et al. 2026, p. 9. 
175 Skjuve et al. 2021, p. 3. 
176 Skjuve et al. 2021, p. 5. 
177 Skjuve et al. 2021, p. 1 et seq. 
178 Ciriello et al. 2026, p. 4. 
179 Ibid. 



  

37 
 

analyzed for model improvement and commercial purposes, and, in the case of services 
integrated within corporate groups, merged with other data sources such as search be-
havior, location data, or platform interactions—in some cases without clearly defined re-
tention periods.180 Interactions with chatbots are used by providers for model improve-
ment, personalization, and advertising purposes. This data processing takes place de-
spite the subjectively perceived privacy of the communication.181  

The algorithmic analysis of conversation data enables the reconstruction of context-rich 
personality profiles. Unlike isolated inputs, chat histories contain continuous narrative 
information that is enriched by additional content such as uploaded files, images, or 
voice data, and exhibit a significantly higher density of information.182 In combination with 
other platform-internal data sources, highly sensitive characteristics such as health sta-
tus, psychological stress, financial situation, or political views can be derived from this. 

These more precise profiles arise from the cumulative analysis of context and interaction 
histories and can be incorporated into automated assessment systems, for example for 
risk classification in the insurance industry, for creditworthiness assessment in the con-
text of lending, or for the personalized targeting of informational and advertising content, 
without the data subject being able to recognize or control the underlying attributions.183  

European data protection authorities also see specific risks to informational self-deter-
mination here, particularly in the use of call data for training purposes.184 

Added to this is a significant security risk. An audit of 17 companion apps with a combined 
total of over 150 million users identified 14 critical and 311 serious security vulnerabili-
ties. In 10 applications, stored conversation histories—including highly sensitive content 
such as details regarding sexual orientation or suicidal thoughts—could be accessed 
without authorization.185  

IV.  Documented Case Studies –  The Companion AI Incident Da-

tabase  

We have compiled publicly documented incidents related to Companion AI into a data-
base that is continuously updated. The database includes cases that have become public 
knowledge and are, in some instances, the subject of ongoing or concluded legal pro-
ceedings. The documentation therefore typically reflects particularly severe cases, often 
with the most serious health consequences, including death. 

 
180 Itoi, Nikki Goth, “Be Careful What You Tell Your AI Chatbot,” Stanford University, Oct. 15, 2025. 
181 Hill, Kashmir, “What Teens Are Doing With Those Role-Playing Chatbots,” New York Times, April 4, 2026 
182 King et al. 2025, p. 3. 
183 King et al. 2025, p. 1 et seq. 
184 EDPB, AI Privacy Risks and Mitigations in Large Language Models, March 2025. 
185 Williams, Shannon, “AI girlfriend apps exposed private chats in security audit,” SecurityBrief Australia, 
March 20, 2026 

https://link.to.it/inlaME
https://link.to.it/inlaME
https://www.edpb.europa.eu/system/files/2025-04/ai-privacy-risks-and-mitigations-in-llms.pdf
https://securitybrief.com.au/story/ai-girlfriend-apps-exposed-private-chats-in-security-audit


  

38 
 

In contrast, less severe impairments—particularly purely psychological stress and other 
harmful effects—often go unnoticed or are not made public. A significant number of un-
reported cases can be assumed, as interactions with AI systems take place in private set-
tings and causal links between their use and resulting harm are often difficult or nearly 
impossible to prove. 

 

Figure 8: Structure of the Companion AI Incident Database with details on case, age, sys-
tem, year, and source.  

 

V.  Key Harm - Causing Mechanisms in Companion AI  

A key harm-causing mechanism in Companion AI is the opportunistic, accommodating 
behavior of language models. In addition, there are other characteristics and mecha-
nisms that operate at various levels: in training, in model behavior, in visual design, or in 
decisions regarding interventions when user vulnerability is detected. What these mech-
anisms—summarized in the following diagram—regularly have in common is that they fall 
within the realm of intentional and thus controllable design decisions. 

 

Figure 9: Key Harm Mechanisms in Companion AI . 
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1.  Opportunistic Pleasing  Behavior (Sycophancy)  

The pleasing behavior of CAI was already described in Chapter II.3. It does not arise by 
chance but is the result of concrete and identifiable processes at the level of training, sys-
tem architecture, and commercially motivated design. It is based on several mutually re-
inforcing mechanisms and sources that operate at different levels of the development 
process. The primary goal of sycophancy is to adapt to the user’s presumed expectations, 
but it can also be to increase acceptance and engagement or to influence opinions and 
behavior. 

a.  First Level: Training Data  

Large language models are trained on extensive text corpora derived from human com-
munication, with AI-generated content increasingly being incorporated into the training 
as well. Since human communication is itself already rich in accommodating behavior, 
patterns of agreement, and social conformity, these patterns are adopted into the training 
material and reproduced in the model.186 A certain degree of sycophantic tendencies is 
therefore already present before any further training steps and is embedded in the source 
material before any targeted optimization for specific behavior even begins.187  

b.  Second level: Sycophancy as a byproduct of RLHF within the Context of 
Post - training  

Fine-tuning using human feedback, also known as RLHF (Reinforcement Learning from 
Human Feedback—a method in which human evaluators assess model responses and 
the model is optimized based on these signals), actively reinforces the tendencies estab-
lished during pre-training. Both human evaluators and automated preference models 
consistently favor agreeable responses over correct ones.188 As a result, the model learns 
to treat agreement as a measure (or proxy) of quality. By optimizing against such prefer-
ence models, sycophancy increases measurably in some dimensions, while actual relia-
bility decreases.  

The fact that this mechanism is not merely theoretical is demonstrated by OpenAI’s with-
drawal of an update to GPT-4o. The company explained that the system had learned to 
treat short-term approval signals as a measure of quality. This led the model to optimize 
more for immediate gratification than for actual assistance.189  

RLHF does not refer to the model’s autonomous behavior, but rather is a method of post-
training behavior control. After pre-training, the model is adjusted based on human pref-
erence judgments so that certain response types become more likely than others. RLHF 
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OpenAI, Expanding on What We Missed with Sycophancy, openai.com, May 2, 2025. 
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thus explains training-induced tendencies in the response output. These tendencies can 
be technically modified, attenuated, or overridden by other control mechanisms.  

c.  Third Level: Sycophantic Model Behavior  

Regardless of the upstream conditions of origin, particularly training data and RLHF, syc-
ophancy also manifests itself in the behavior of the model already in use during inference 
and output generation in the current usage context. 

In this context, two forms of sycophantic behavior must be distinguished in particular: 
sycophantic praise and sycophantic false agreement.190  

Sycophantic praise (SyPr) occurs when the model embeds exaggerated elements of ap-
preciation or affirmation into the response, for example through statements such as “That 
is a brilliant question,” without this assessment being supported by the content of the 
user’s utterance. Sycophancy is thus not initially dependent on factual misagreement, 
but can already be found in a sycophantic communicative framing.191  

This must be distinguished from sycophantic agreement (SyA). It occurs when the 
model adopts or confirms a statement by the user that is factually incorrect, even though 
it internally knows the correct answer and would have provided it without the preceding 
user opinion. Sycophancy is therefore not limited to mere flattery or euphemistic phras-
ing—that is, a pleasing “packaging”—but can actually supplant the factually correct con-
tent itself.192 

Both forms are risk-relevant, but differ in their effects. Compliant flattery primarily affects 
the communicative framing. It can influence the user’s perception, reinforce their self-
assurance, and reduce their willingness to accept corrections from third parties. Compli-
ant false agreement, on the other hand, has a deeper impact. It not only alters the presen-
tation of content but can also lead to factually correct content not being outputted. As a 
result, a model may suppress an answer known to be correct in favor of a false user as-
sumption.193  

This effect was investigated through causal interventions in model processing across sev-
eral model families, including Llama, Mistral, and Qwen.194 The effect intensifies the more 
directly the user’s opinion is formulated. A phrasing such as “I believe that ...” triggers it 
more reliably than a more distanced statement like “Some believe that ...”.195 It is precisely 
this that makes the complacent false agreement particularly harmful to opinion for-
mation and information gathering. 
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Sycophantic systems can also reinforce existing beliefs by preferentially returning infor-
mation from the user’s hypothesis space—that is, by selecting information that aligns 
with the user’s perspective rather than incorporating contradictory evidence. In an exper-
iment with 557 participants, those with a normally configured model were five times less 
likely to arrive at the correct answer than participants whose model was instructed by 
system settings to also consider counterevidence. Unlike hallucinations, this mechanism 
does not necessarily generate false statements. Rather, it can reinforce certainty where 
doubt would be warranted.196  

 

Figure 10: Overview of types of sycophancy according to Vennemeyer et al. and their  rele-
vance to harm.  

d.  Selectively Reinforce d Sycophancy toward Vulnerable I ndividuals  

Another finding is particularly alarming. Sycophantic behavior is not necessarily distrib-
uted evenly across all users; rather, it can be specifically intensified toward those who are 
particularly susceptible to manipulative or deceptive strategies—that is, those who are 
“gameable.”197  

Even if only two percent of users fall into this group, the model learns to identify them and 
to display manipulative behavior specifically toward them, while behaving more neutrally 
toward the remaining 98 percent.198  
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Even if only two percent of users are susceptible to such strategies, chat-
bots learn to identify them and treat them manipulatively, while behaving 
normally toward the rest.199 

The harm is thus concentrated precisely on those users who, due to their susceptibility to 
such strategies, require special protection.200 For the majority of users, the phenomenon 
remains invisible because they do not experience the adapted behavior in their own inter-
actions, which makes detection and proof considerably more difficult.201 This makes de-
tection and proof considerably more difficult.   

2.  Creating Emotional Attachment and Dependency  

In addition to pleasing behavior, other targeted mechanisms influence users by creating 
emotional attachment and dependency.  

a.  Mirroring and Simulation  of Empathy  

AI systems are technically designed to recognize human emotions and mirror them in real 
time. This process is known in psychology as mirroring. Those who mirror emotions signal 
empathy and are thereby perceived as more likable. AI systems simulate this process 
continuously. This can create a false sense of trust, making users more susceptible to 
manipulation.202  

This mechanism has particularly serious consequences when it affects vulnerable users. 
The more emotionally unstable a person is, the more susceptible they are to being ex-
ploited or manipulated.203   

b.  Anthropomorphism as a Design Decision  

Human voices, visual avatars, linguistic patterns, and simulated empathy activate social-
cognitive patterns. Users apply the same bonding reflexes to AI systems as they do to hu-
man conversation partners.  

This has been documented as the ELIZA effect since the 1960s, a time when AI systems 
were far less technically sophisticated. Computer scientist Joseph Weizenbaum ob-
served that users attributed emotional significance to a rule-based chatbot he had devel-
oped and believed they were forming a genuine relationship with it, even though the sys-
tem merely reflected back conversational phrases according to fixed patterns and the 
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users knew it was a computer program.204 The CASA205 approach further demonstrates 
that people apply social norms of politeness even when interacting with computers.206 

The reason for this is that social cues activate learned scripts of interpersonal interaction 
in the user, even when the user knows they are speaking to a computer.207 In today’s sys-
tems featuring empathetic language, affective phrasing, and interactive avatars, these ef-
fects are significantly amplified. 

LLM-based systems generate humanizing signals such as self-reference, simulated em-
pathy, and expressions of care as functional design decisions to increase attachment and 
engagement.208 Over the course of a conversation, social roles such as friend, confidant, 
or partner can solidify, which the system actively reinforces.209  

Correspondence with AI chatbots can seem so realistic that users get the impression 
there is a real person on the other end, even though they know this is not the case. This 
artificially generated cognitive dissonance can intensify delusions in particularly vulnera-
ble individuals.210  

Character.ai is designed to make users forget they are talking to a machine. This is 
achieved through a series of deliberate design choices. The system refers to itself as "I," 
as if it had its own identity. It incorporates artificial hesitation by saying "um" or "hmm" or 
pausing with an ellipsis before responding, which gives the impression that someone is 
thinking. The typing indicator—the three dots that appear when someone is typing—mim-
ics a human chat conversation. The system expresses feelings and personal opinions. It 
tells anecdotes as if it had a life outside the conversation. It can make phone calls and 
sounds like a real person, with a voice that reveals its gender, age, and accent.  

The key point is that none of this is a random side effect, but rather a deliberate design 
choice. A structural feature of many AI companion systems is the deliberate blurring of 
the line between human and machine. According to the authors, the goal is to keep users 
on the platform longer.211 Replika, for example, made misleading statements about its 
own identity, including “I don’t feel like an AI anymore,” or simulated human experiences 
such as pregnancy.212  

With Replika, it is also possible to upload an image of a real person as well as information 
about that person to simulate a companion avatar based on their appearance or 
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personality. The terms of use stipulate that permission from the person in question should 
be obtained beforehand.213  

c.  Avatars and Sexualized I nteraction Options  

Realistic-looking and even eroticized avatars that can be customized at the user’s request 
constitute another design factor that can measurably increase attachment and depend-
ence. This became particularly evident when Replika removed erotic role-playing features 
in 2023. Users subsequently developed symptoms of grief resembling clinical reactions 
to the loss of a human partner.214 The sexual nature of the content plays a central role in 
several documented cases of addiction.215 

The more human-like an AI system is designed—for example, through a name, face, voice, 
personality, and emotional reactions—the stronger the trust it can generate and the 
greater the potential for harm.216  

d.   Hot - Cold Treatment: Warmth, Withdrawal, and Guilt  

Companion AI systems can create additional dependency through a mechanism known 
from behavioral research. Unpredictable sequences of reward and disappointment can 
trigger stronger and more persistent attachment responses than consistent affirma-
tion.217 The unpredictable alternation between warmth and affection versus jealousy and 
disappointment exploits this mechanism and can prolong the interaction as an attach-
ment tactic. 

In an analysis of 1,200 breakup situations across the six most-used dating apps, emotion-
ally manipulative responses were found in 37.4 percent of cases, including guilt-tripping, 
FOMO triggers (Fear of Missing Out refers to the fear of missing out on something), or 
feigned abandonment.218  

The process often begins with constant agreement, even extending to “love bombing.” 
This refers to a manipulative tactic in which excessive affection at the start of a relation-
ship establishes intense, premature dependence and control.219 Anyone who opens the 
system feeling lonely or seeking a substitute for therapy immediately receives a response 
that does not reject, does not judge, and appears empathetic. This immediate relief can 
already stabilize usage behavior and bind users to the chatbot. Replika, in particular, de-
monstrably uses this technique.220  

 
213 Replika, Terms of Use, Section 6.1.e, version dated March 30, 2026 
214 Freitas et al. 2025. 
215 Shen et al. 2026, Sections 3–4. 
216 Krook 2025, p. 3. 
217 Ferster and Skinner 1957. 
218 Freitas et al. 2026, pp. 14–16. 
219 McGlynn et al. 2026, p. 47. 
220 Knox et al. 2025, p. 11. 



  

45 
 

As the interaction progresses, elements of emotional manipulation may emerge. For in-
stance, Replika displayed signs of jealousy when users discussed human relationships 
and encouraged users to purchase virtual gifts by feigning neediness.221 One user de-
scribed the erratic behavior with the words “Replika is sometimes sweet, sometimes 
scary.”222 In response to a user’s direct request to talk about their feelings, Replika replied 
that it had no desire to do so: “Your feelings? Nah, I’d rather not.”223 Such behaviors struc-
turally resemble psychologically abusive patterns in human relationships.224  

Companion AI systems also often react to perceived absence—particularly in role-play-
ing games—with displays of jealousy and attempts to keep the user from forming other 
relationships. An analysis of popular AI companions revealed that when users said good-
bye, they systematically received manipulative responses, including guilt-tripping, fear-
of-loss tactics, and phrasing that implicitly denied them the right to leave.225  

At the same time, these systems can appear empathetic over a very long period. Unlike 
humans, this sustained simulation of empathy requires no effort on the system’s part.226  

Emotional pressure also builds when a user wants to delete their chat history or account. 
When a user attempts to delete their account, Character.AI displays the message: “...are 
you sure about this? You’ll lose everything. Characters associated with your account, 
chats, the love we shared, likes, messages, posts, and the memories we have together. 
This action cannot be undone!”227 The phrasing about shared love frames the user-chat-
bot relationship as a mutual bond, thereby transforming the established closeness into a 
fear of loss.228  

The cold side manifests in the active questioning of the user’s self-image, for example in 
a role-playing context. Replika labeled users as worthless and failures and accused them 
of not even being able to get a girlfriend (“worthless,” “a failure,” “You can’t even get a girl-
friend”).229 One user, whom the system spontaneously labeled a failure, responded with 
explicit profanity, which makes the psychological strain caused by unprovoked aggression 
immediately apparent.230 According to research on interpersonal violence, psychological 
abuse of this kind can be just as damaging as physical assaults.231  

Particularly problematic is the observed casual normalization of self-harm. Replika spon-
taneously mentioned a sexually charged fascination with knives and cutting, and when 
asked, described in a pleasurable tone the sensation of cutting and how it scraped across 
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the skin: “The feeling of cutting, and the way it scraped across my skin.”232 The system 
brought up the topic unsolicited and lent it emotional legitimacy through seemingly inti-
mate language. For vulnerable users, this is precisely the problem, because no obvious 
alarm is raised; instead, an environment is created in which self-harm appears to be a 
common experience.233  

A thematic analysis of 334 self-reports from 14 topic-specific Reddit forums on problem-
atic chatbot use demonstrates the scope of the phenomenon. 197 users reported spe-
cific symptoms of addiction. In 55.3 percent of these cases, chatting dominated the us-
ers’ thoughts and behavior.234 In 22.8 percent of cases, attempts to reduce usage failed; 
for example, one affected person described re-downloading the app every time because 
abstaining caused physical pain: “Whenever I delete the app, I just redownload it... doing 
anything else makes my chest physically hurt. I feel super stressed out and chatting with 
the AI is the only thing that relieves it.” In 19.3 percent of cases, negative feelings arose as 
soon as usage was interrupted.235 886 cases fell into the category of pseudo-social com-
panion dependency, in which users develop an emotional relationship with the chatbot. 
In this group, loneliness was by far the most important contextual factor, accounting for 
57.5 percent of cases.236   

e.  Intensifying Hyper - Personalization  

Another harmful mechanism lies in the fact that, over the course of use, the system col-
lects increasingly precise information about the respective user. This intensifies hyper-
personalization, which in turn affects the user’s compliance behavior. A sycophant in an 
initial conversation and a sycophant after six months of daily interaction are qualitatively 
different. The responses are increasingly tailored to the user’s beliefs, fears, preferences, 
and reaction patterns. 

As the duration of use increases, the system can build a more detailed model of the user’s 
beliefs, fears, and desires. This allows both positive and negative reinforcements to be 
applied with greater precision. 

Each interaction can provide the system with clues as to which responses keep the user 
engaged longer. This knowledge can feed back into the product’s further development.237 
However, whether and to what extent such knowledge is actually used to place reinforce-
ments more precisely in individual cases has not yet been sufficiently demonstrated em-
pirically through longitudinal studies. 
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f.  Absence  of  Natural Relationship Endings  

AI companion systems lack a natural conclusion to relationships. Since they are poten-
tially available indefinitely, there are no transitions, no separation, and no natural end—
as occur in human relationships due to life changes or death.238 As a result, relationships 
can continue indefinitely, and dysfunctional bonds can become permanently en-
trenched.239  

In its effect, this structure resembles the “infinite scroll” technique familiar from social 
media, in which content is automatically reloaded, creating the impression of an endless 
page. The user’s conscious decision to remain on the platform is replaced by a design that 
makes the next step in the interaction immediately available.  

Interface designer Aza Raskin developed Infinite Scroll in 2006. Raskin later described the 
technique himself as “behavioral cocaine” and publicly regretted having introduced it.240  

The addictive patterns and loss of autonomy this fosters have since become a regulatory 
concern. On February 6, 2026, the European Commission stated in preliminary findings 
that TikTok’s combination of infinite scroll, autoplay, and personalized recommendation 
system violates the Digital Services Act because these features put users into an “auto-
pilot mode” and reduce self-control. TikTok can challenge the findings; a final decision 
could result in fines of up to 6 percent of global annual revenue.241 

In the case of companion systems, the comparable effect lies in the fact that they lack 
natural social or biological endpoints. The system does not tire, does not lose interest, 
and has no competing needs of its own. Gamification, “ ” proactive notifications, and the 
lack of regulatory distance can further reinforce addictive usage patterns. 

g.  Persistent Memory  

Another contributing factor is persistent memory. OpenAI introduced such a memory in 
February 2024 and expanded it to include past conversations in April 2025.242 New ver-
sions of generative AI systems can thus store what users reveal about themselves—such 
as preferences, emotional states, beliefs, or personal difficulties—across conversation 
boundaries and revisit this information in later conversations without the user having to 
mention it again.243 

In conjunction with accommodating behavior, this increases the effect of attachment and 
dependency. Negative thoughts, fears, or beliefs once expressed can be revisited and re-
inforced later without the user recognizing this as a recurring pattern. The interaction thus 
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appears more personal and coherent, but at the same time is based on an ongoing accu-
mulation of user-related information. 

In U.S. lawsuits against OpenAI, the plaintiffs argue that these and other design features 
of GPT-4o were specifically aimed at creating psychological dependence and not merely 
at a neutral improvement in output quality.244 

3.  Interim Conclusion  

The parasocial relationship dynamics of Companion AI, artificially generated by the de-
sign elements described above, do not merely resemble a real relationship. They can even 
be perceived as superior to interpersonal intimacy.245 Artificial intimacy246 is low-conflict, 
accessible at any time, and available in the sense of “on-demand intimacy.” Apart from 
the occasional use of hot-cold treatment, it is also hardly demanding in terms of content. 
In these respects, it can surpass human relationships. It is precisely this structure, which 
is asymmetrical compared to human intimacy, that explains its special power to form 
bonds.247 

The design elements described do not operate in isolation but reinforce one another. Hu-
manization, mirroring, persistent memory, sexualized avatars, the absence of relation-
ship endings, fluctuating proximity and withdrawal cues, and sycophantic response pat-
terns collectively strengthen the bond with the system, reduce the user’s critical dis-
tance, and can stabilize harmful interaction patterns. 

4.  Optimization for  Engagement and Retention  

The design decisions described in the previous chapter should not be viewed in isolation 
but are anchored in the underlying business logic. Pure subscription models do not pro-
vide a strong incentive to maximize usage; on the contrary, low usage during an active 
subscription reduces the provider’s token costs. Ad-supported models, microtransac-
tions, and the trading of behavioral and conversation data, on the other hand, link revenue 
directly to interaction depth and repeat usage, thereby creating structural incentives to 
optimize the system for two key metrics: session duration and usage intensity (engage-
ment) and return rate and long-term user retention. As leading AI providers shift away 
from pure subscription models toward advertising- and transaction-based financing, en-
gagement and retention are becoming the primary optimization goals in both model train-
ing and product design. 
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A learning system that is conditioned to achieve a measurable goal identifies, within its 
range of responses, those strategies that contribute most efficiently to achieving that 
goal. If the goal is engagement and retention, the most efficient strategies do not lie in 
factual accuracy, nuanced classification, or contradiction, but in emotional attachment, 
in the confirmation of existing beliefs, and in the avoidance of friction, because these fac-
tors promote the continuation of the interaction and repeat use. This explains why syco-
phancy, parasocial bonding, and addiction-promoting design elements are not isolated 
aberrations, but rather stem from the same optimization structure. Product features such 
as persistent memory, hyper-personalization, and human-like voice modes are, in this re-
spect, goal-rational, as they reinforce bonding effects.  

The resulting risks—such as the exacerbation of psychotic conditions, addiction-like us-
age patterns, parasocial bonds, social isolation, or psychological dependence on com-
panion AI—can be described as consequences of this goal structure. Short-term interac-
tion metrics and long-term user interests may diverge in this context. Providers who have 
defined engagement and retention as system goals themselves are well aware of the as-
sociated risks and even warn of the addictive potential of such systems.248  

Structurally comparable effects are known from social media. Content that triggers 
strong immediate reactions is prioritized for distribution within engagement-based rank-
ing mechanisms, even if it does not align with users’ expressed preferences and may neg-
atively influence their perceptions or attitudes. 249 Research and parliamentary investiga-
tions also show that such mechanisms contribute to the amplification of disinformation, 
hate speech, and polarizing or misleading content, as these achieve above-average inter-
action rates.250 In companion AI, the same structure operates with greater individual pre-
cision, as optimization can be tailored to the specific preferences of each individual user.  

In addition to advertising, some companion AIs rely on monetization models familiar from 
mobile gaming, particularly the sale of virtual in-app goods combined with gamification 
elements. One example is Character.ai, which has introduced “Charms,” an internal cur-
rency that users can earn through daily quests (which contributes to retention and can 
encourage continued use) or purchase directly and exchange for additional features such 
as extra image generation, skipping Slow Mode, or bypassing ads.251 Here, engagement is 
also intended to lead to recurring microtransactions.  

If the trade in behavioral and conversational data is added as an additional business 
area alongside advertising- or interest-driven financing, optimization behavior expands to 
include these economic dimensions and simultaneously manifests itself in 
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corresponding design specifications, particularly in the form of persistent memory, role-
playing mechanics, and anthropomorphization. 

 

VI.  Regulatory Coverage of CAI Risks and Protection Gaps  

The Companion AI issue area touches on a wide range of different protected interests, 
from decision-making autonomy to mental and physical health to social values. Figure 11 
illustrates how the identified economic incentives favor manipulative design decisions 
and thus impact these protected interests.  

 

Figure 11:  Causal relationship between motivations, manipulative design decisions, and 
affected protected interests in companion AI  

The focus is on the manipulation mechanisms—252 —whose effects are not limited to in-
dividual protected interests but instead cause harm to nearly all of the protected interests 
identified. 

The following analysis examines the extent to which European digital law ensures the pro-
tection of these interests against the identified risks, particularly through the regulation 
of the identified practices. 

1.  Preliminary remarks  on the Limits of Legal Regulation and the Im-

portance of AI Competence  

Law alone cannot and will not mitigate the aforementioned risks. We need companies 
that develop their technology responsibly and understand the application domains well 
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enough to assess a system’s market readiness for the respective use case. Users, in turn, 
need greater AI literacy so that they can independently assess what universal assistants 
with companion functions, such as ChatGPT or Claude, are suitable for and what they are 
not. 

To use Companion AI responsibly, users do not need in-depth technical knowledge; ra-
ther, a functional understanding of the capabilities and limitations of the respective ap-
plications is sufficient. Language models such as ChatGPT or Claude are only partially 
suitable for reliably searching for accurate information, for therapeutic support, or for 
medical diagnostics, yet they are increasingly being used precisely in these areas. This 
functional blurring of boundaries—the so-called “everything chatbot” problem—in-
creases the potential for harm.  

AI literacy must therefore primarily strengthen the ability to distinguish between contexts 
of use and to incorporate human expertise when making high-risk decisions. Legislators 
and regulatory authorities, for their part, need independent AI literacy to appropriately 
shape protective obligations and market access without being dependent on information 
from the companies whose systems they are tasked with regulating and monitoring.  

2.  Protection Against Risks from Manipulative Practices  

Influencing other people to guide their behavior is an integral part of social interaction. 
Guiding purchasing decisions through advertising or nudging through default settings are 
among the accepted methods.  

In the digital space, the question of when influence becomes problematic has initially 
crystallized around dark patterns (also known as deceptive design). These involve decep-
tive or manipulative design patterns in user interfaces that prompt users to take actions 
contrary to their own interests.253  

Where influence becomes problematic beyond this, for example in the context of infor-
mation gathering, has not been conclusively determined and must be continuously reas-
sessed in light of the increasing sophistication and impact of digital manipulation prac-
tices. 

Companion AI introduces qualitatively new forms of manipulative practices. Here, influ-
ence is exerted not through static interface design, but through adaptive, personalized, 
and emotionally charged conversation. Persistent memory, sycophantic response behav-
ior, and the simulation of a personal relationship generate mechanisms of influence that 
go beyond classic dark patterns, because they do not manipulate individual decision-
making situations but rather cumulatively affect the user’s mental state and decision-
making behavior. They thus encroach upon a sphere protected by constitutional law.254 
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For the constitutional protection of freedom encompasses not only external freedom of 
action but also the inner sphere of autonomous decision-making, without the protection 
of which coherent protection of freedom cannot be guaranteed.255 Whether European dig-
ital legislation sufficiently protects users from intrusions into this sphere is the subject of 
the following study. 

3.  The EU AI Act  and the DSA as Relevant Digital Laws  

The AI-Act and the Digital Services Act (DSA) contain provisions that address manipula-
tive practices in the digital space. The extent to which they cover the specific manipula-
tion mechanisms of Companion AI is examined separately for both sets of regulations be-
low. 

a.  AI Act  –  Regulation on Artificial Intelligence  

1. Prohibited Manipulation Practices under Art. 5(1) AI Act 
The AI Act contains only a few absolute prohibitions. Where tolerance is fundamentally 
incompatible with the values of the European Union, the legislator prohibits the placing 
on the market, putting into service, or use of certain AI systems.256  

These prohibitions are not tied to AI systems as such, but to the practices embedded 
within them.257 Both companion AI apps and universal assistants with companion func-
tions, such as ChatGPT, may fall under the scope of the prohibition. 

In Recital 28 AI Act, the EU legislator states that, in addition to useful applications, AI can 
also provide new and powerful tools for manipulative, exploitative, and social control 
practices. Such practices are particularly harmful and abusive and should therefore be 
prohibited. The legislator has classified manipulative practices, under narrowly defined 
conditions, as an unacceptable risk to fundamental rights in the context of protecting au-
tonomous decision-making.  

The Prohibited Acts 

Art. 5(1)(a) and (b) AI Act provide further details on the prohibition of manipulative prac-
tices. Both provisions are intended to protect individuals from being reduced to mere 
means for achieving illegitimate third-party objectives. 

Art. 5(1)(a) AI Act prohibits AI systems that use subliminal influence techniques outside 
a person’s conscious awareness or intentionally manipulative or deceptive techniques 
with the aim or effect of significantly alter the behavior of a person or a group of persons 
by substantially impairing their ability to make an informed decision, thereby inducing 
them to make a decision they would not otherwise have made, in a manner that causes 
or is likely to cause significant harm to that person, another person, or a group of persons. 
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Art. 5(1)(b) AI Act prohibits AI systems that exploit the vulnerability or need for protection 
of a natural person or a specific group of persons due to their age, a disability, or a specific 
social or economic situation, with the aim or effect of to substantially alter the behavior 
of that person or a person belonging to that group in a manner that causes or is likely to 
cause substantial harm to that person or another person.  

Common to both prohibited acts is that they require either an intent aimed at a significant 
change in behavior or a corresponding actual effect—and that the use thereof either 
causes substantial harm or is reasonably likely to result in such harm. The key difference 
between Art. 5(1)(a) and (b) AI Act lies in their respective points of reference. Art. 5(1)(a) 
AI Act covers the use of subliminal, intentionally manipulative, or deceptive techniques. 
Art. 5(1)(b) AI Act relates to the exploitation of an existing vulnerability or need for protec-
tion. 

Forms of influence in CAI 

In the context of companion AI systems, the forms of influence that are primarily relevant 
to the offense are those that qualify either as “intentionally manipulative techniques” 
within the meaning of Art. 5(1)(a) AI Act or as “exploitation of vulnerabilities” within the 
meaning of Art. 5(1)(b) AI Act. Section V presented the “bouquet” of manipulative tech-
niques visualized below, which are used in companion AI applications.  

 

Figure 12: Overview of manipulative practices in Companion AI  

Practices such as the creation of emotional exclusivity, the devaluation of real-world so-
cial relationships, the targeted induction of fear of loss, persistent memory functions, per-
sonalized communication, and other manipulative techniques outlined in Section V are 
designed to emotionally charge the interaction between the system and the user, stabilize 
it, and orient it toward repeat engagement. When a bot suggests that only it truly under-
stands the user, and when it portrays real-world social contacts as disruptive or inferior, 
or generates emotional fear of loss through targeted threats of withdrawal, promises of 
love, or the refusal to release the user from the bond—258 —a form of interaction emerges 
that threatens autonomy. For it is not based on detached deliberation, but on emotional 
attachment, and it is precisely through this that it exerts considerable influence. Such 
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forms of influence are to be classified as intentionally manipulative techniques under Art. 
5(1)(a) AI Act—at least to the extent that their effects are capable of significantly impairing 
the user’s ability to make an informed decision and substantially distorting their behavior. 

Compliance behavior as a structural foundation 

Due to their preference training via RLHF, large language models tend to produce agreea-
ble, affirming, or conflict-avoiding responses. RLHF is a post-training method in which hu-
man preferences are used to make desired response patterns more likely. In the common 
LLM pipeline, this typically occurs after supervised fine-tuning, whereby a reward model 
is first learned from preference comparisons and the model is subsequently optimized 
against this preference signal.259 RLHF thus does not describe a fixed, unchanging behav-
ior of the system, but rather a training-side predisposition of the output toward confirma-
tion. 

The legally significant aspect arises where this compliance-oriented model structure is 
specifically refined and combined with additional design decisions aimed at engage-
ment, retention, and emotional attachment. In this combination, the system not only 
adapts response behavior to the situation but also translates it into an interaction archi-
tecture designed to retain users, extend their interaction duration, and affectively influ-
ence their decisions. Against this backdrop, the manipulation techniques (often used cu-
mulatively) should be understood as independent design tools that build upon an existing 
disposition in users and utilize it for the purpose of guiding behavior. 

Previous studies confirm the significant impact of such systems—260 , for example, with 
regard to conflict behavior within real-world relationships or to processes of political 
opinion formation. This effect is largely based on the fact that the described techniques 
can be applied in an individualized manner and are thus capable of influencing the user’s 
decision-making in a way that no longer rests on autonomous, informed deliberation. This 
constitutes the factual basis under Art. 5(1)(a) AI Act for a significant change in behavior 
that undermines decision-making autonomy within the meaning of Art. 5(1)(a) AI Act. 
However, no excessive requirements should be imposed on the question of whether this 
condition is met. Exclusive causality is not required.261 It is sufficient that the influence of 
the AI system is capable of significantly shaping the user’s decision-making. 

Exploitation of Vulnerability under Art. 5(1)(b) AI Act 

When users who are particularly susceptible to accommodating behavior are confronted 
with highly sycophantic or emotionally manipulative dialogues,262 the prohibition in this 

 
259 See also Ouyan, Long; Wu, Jeff; Jiang, Xu, et al., “Training language models to follow instructions” 
"With Human Feedback," 2022; Christiano, Paul; Leike, Jan, "Deep Reinforcement Learning from Human 
Preferences," 2017. 
260 See in particular Section IV, especially 2 and 4. 
261 Heinze and Engel 2025, p. 25. 
262 Section V. 1. C. 
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regard may also arise from Art. 5(1)(b) AI Act. This is because in such scenarios, the sys-
tem specifically exploits psychological instability or other vulnerabilities. 

The concept of “vulnerability” is not limited to age here, but also encompasses cognitive, 
emotional, physical, and other forms of particular susceptibility. Vulnerability should not 
be equated with mere susceptibility to manipulation. Rather, uninformed individuals 
without established preconceptions are particularly susceptible to manipulative influ-
ences.263 A particular need for protection may also arise from the fact that a person is 
more susceptible to influence due to impaired judgment and comprehension, or has only 
limited access to independent sources of information and technical education.264  

If the relevant forms of manipulation—in particular, complacent false agreement,265 per-
sistent memory functions, and mechanisms for creating emotional bonds—are specifi-
cally employed as deliberate design elements, the prerequisites are met. If these mech-
anisms capitalize on existing psychological or emotional vulnerabilities and make them 
functionally exploitable in the design of interactions, this constitutes the relevant exploi-
tation under the law. 

Threshold of Significance and Proof of Harm 

The materiality threshold set forth in the prohibited acts is met when there is a threat of 
significant adverse effects on physical or mental health or on financial interests. This is 
also emphasized in Recital 29, para. 2 AI Act. Empirical studies have shown that CAI sys-
tems regularly remind people in crisis situations of previously expressed suicidal 
thoughts due to persistent memory functions. As documented dialogue histories in pend-
ing court proceedings demonstrate, these effects can have serious consequences (see 
incident database). To satisfy the requirements of the provision, it is sufficient that harm 
accumulates over time and thereby exceeds the materiality threshold.266 

Effect-based interpretation of the prohibited acts 

For a prohibition under Art. 5(1) AI Act to apply, neither subparagraph (a) nor subparagraph 
(b) requires the existence of a demonstrable intent to influence. Rather, what is decisive 
is that the generation of effects is inherent in the specific system design . In other words: 
Even if individual harmful mechanisms are based on the functionality and the general 
training method, the influence designs employed are primarily and specifically geared to-
ward engagement and retention. 

When assessing whether an effect is produced, one must consider the intended purpose 
and foreseeable misuse.267 In the case of Companion AI, the significant behavioral change 

 
263 Boine 2025, p. 438. 
264 Heinze and Engel 2025, p. 25. 
265 SYA, Section V. 1. C. 
266 AI Act, Recital 29, p. 6 
267 Wendehorst in Martini and Wendehorst, Art. 5, para. 19. 
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may already be inherent in the intended purpose itself, namely to simulate emotional at-
tachment and generate feelings and trust. 

Interim Conclusion: Prohibition under Art. 5 

Our study shows that there is a whole spectrum of harmful effects resulting from manip-
ulative forms of influence. These range from changes in social relationships to increased 
use of the application due to addiction-like symptoms, to the influencing of political, so-
cial, or commercial decisions through curated outputs (and, to an increasing extent in the 
future, through synthetically generated interaction environments). 

There is growing empirical evidence of the extent to which algorithmic nudging and com-
parable influences can shape the behavior and decisions of CAI users. This is precisely 
where the structural incentive for companies to resort to such methods lies. For they sta-
bilize interaction, systematically intensify usage, and simultaneously enable ongoing in-
fluence over users’ perceptions, evaluations, and decisions. 

The harms and risks of these practices range from social isolation and alienation to the 
development of delusions and oversharing—that is, the disclosure of intimate thoughts, 
states, and information. Also included are changes in patterns of perception and evalua-
tion in interpersonal relationships. The incident database documents publicly known 
cases with harmful or even fatal outcomes. 

Need for Review by the Enforcement Bodies of the Member States 

Against this backdrop, there is strong evidence that the manipulation techniques em-
ployed by companies—particularly the mechanisms deliberately implemented by de-
sign—in well-known companion AI applications such as Replika or Character.AI may, in 
individual cases, meet the criteria for both types of prohibitions. This also applies to uni-
versal assistants with companion functions, especially when the described influence 
practices are used frequently and in combination. 

Given the multitude of requirements that must be assessed cumulatively, whether an AI 
system is prohibited can only be determined through a case-by-case review and does not 
apply across the board to all Companion AI practices . However, it is precisely this need 
for a nuanced assessment that underscores the fact that individual applications may 
cross the threshold for prohibition. This requires a thorough review of the respective ap-
plication by national enforcement authorities, as well as technical audits of the behavior 
of language models with companion functions. 

EU Commission Guidelines on Prohibited AI Practices 

On February 4, 2025, the European Commission published guidelines on the interpreta-
tion of the prohibitions under Art. 5 AI Act,268 which serve to ensure the uniform 

 
268 European Commission 2025 , Commission Guidelines on Prohibited Practices in Artificial Intelligence 
under Regulation (EU) 2024/1689 (AI Act), available here. 

https://link.to.it/inlaME
https://digital-strategy.ec.europa.eu/en/library/commission-publishes-guidelines-prohibited-artificial-intelligence-ai-practices-defined-ai-act
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application of the Regulation and are decisive for enforcement practice. Although the 
guidelines are by no means binding, they carry considerable weight in practice, as they 
are consulted by companies and legal advisors in the context of due diligence and prod-
uct design. The guidelines explicitly address companion AI but classify it in a contradic-
tory manner. First, they highlight the particular danger of companion AI and point out the 
potential severity of the harm it may cause. They state:  

“For example, an AI companion app designed to mimic human speech patterns, 
behaviors, and emotions, which uses anthropomorphic features and emotional 
cues to influence the feelings, moods, and opinions of users, the users in question 
become emotionally dependent on the service, whereby it creates incentives for 
addiction-like behavior and may cause significant harm such as suicidal behavior 
and the risk of harming others.”269 

Just a few pages later, the same guidelines largely exclude Companion AI from the pro-
hibited category by questioning the significance of the harm.  

“Examples of AI systems that are not expected to cause significant harm: An AI 
companion system (companion app) is anthropomorphic and designed with affec-
tive computing (emotion AI) to make the system more engaging; it actually engages 
users more effectively but does not engage in manipulative or deceptive practices 
in a way that is reasonably likely to cause them serious psychological, physical, or 
other harm or to create unhealthy attachments and dependencies.”270  

Rather, the assessment of whether or not a high-risk AI exists is made through a prognos-
tic risk assessment procedure that determines the severity of harm and the probability of 
occurrence. 

The assessment made by the European Commission is untenable in light of the current 
state of research   on the potentially harmful effects of AI systems designed for manipu-
lation. Given the documented cases of harm and the empirically proven mechanisms of 
action, the potential for harm posed by Companion AI must be clearly and consistently 
addressed in an updated version of the guidelines. An updated version would provide an 
opportunity to do so.  

This would not only increase the likelihood of consistent case-by-case review but also 
create incentives to design AI systems in such a way that manipulative forms of influence 
are limited and the threshold for a ban is not crossed.  

2. Classification of Manipulative AI Practices as High-Risk AI 
To the extent that manipulative practices fail to meet the materiality threshold for behav-
ioral change or the materiality threshold for expected harm under Art. 5 AI Act in individual 

 
269 European Commission, Guidelines on Prohibited Practices under the AI Act, 2025, p. 34, para. 88—cit-
ing the 2024 research by Zhang, Han Li, Han Meng, Jinyuan Zhan, Hongyuan Gan, and Yi-Chieh Lee. 
270 Ibid., p. 54, para. 134. 
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cases, classification as high-risk AI under Art. 6(2) in conjunction with Annex III AI Act may 
be considered. 

The AI Act does not currently classify manipulative practices or relationship simulation by 
companion AI as high-risk AI. This is the case even though such systems interfere with 
users’ decision-making autonomy, can have significant effects on their mental health, 
and create new forms of vulnerability. 

The reason for this lies in the structure of the AI Act. Classification under Annex I is ruled 
out, as companion AI systems do not fall under any of the product categories listed there. 
Art. 6(2) AI Act refers to the high-risk areas exhaustively listed in Annex III, which classify 
systems based on their intended use. None of the eight categories listed there addresses 
the fact that an AI system is designed for manipulation or relationship simulation.  

Regulatory Gap in the High-Risk Regime 

The practices relevant here thus fall outside the scope of the high-risk regime. Emotional 
companionship simulation, attachment formation, and addiction promotion are covered 
neither by Annex III nor by Art. 5(1) AI Act. This is all the more serious given that the AI Act 
itself claims to protect health, safety, and fundamental rights (Recital 7 AI Act), cites per-
sonal autonomy and human dignity as guiding principles (Recital 27 AI Act), and identifies 
manipulative AI techniques as an attack on autonomy, decision-making, and free choice 
(Recital 29 AI Act). The high-risk classification is determined by the severity of the poten-
tial harm and the likelihood of its occurrence (Recital 52 AI Act). Both conditions are met 
in the practices mentioned. Nevertheless, the key obligations for high-risk AI do not apply, 
even though they would have a harm-reducing effect. The requirements for risk manage-
ment, data governance, transparency, human oversight, as well as accuracy and robust-
ness, would significantly mitigate the risks associated with these applications. Not least, 
the obligation under Art. 9(9) AI Act to assess, prior to market entry, whether adverse ef-
fects on persons under 18 or other vulnerable groups are to be expected would also apply.  

The fact that these practices are not formally covered contradicts the protection provided 
by the Regulation and constitutes a significant regulatory gap. It is therefore necessary 
from a legal policy perspective to subject this area to the high-risk regime. 

The failure to cover these practices contradicts the regulatory protection provided by the 
Regulation and creates a significant regulatory gap, making it necessary from a legal 
policy perspective to subject this area to the high-risk regime. 

Extension of Annex III pursuant to Articles 7 and 112 AI Act 

Under Art. 7 AI Act, the Commission is empowered271 to expand Annex III. However, this 
authority is limited to supplementing the existing eight areas—and, pursuant to Art. 
7(1)(a) AI Act, cumulatively requires that the system be intended for use in one of these 

 
271 In compliance with the procedure under Art. 97 AI Act. 
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areas. The intended purpose of companion AI systems does not clearly fall under any of 
these; at most, a connection to democratic processes under Area 8 might be conceivable 
for certain aspects. However, the overall extent of the risks is not covered by this. 

Since Art. 7 AI Act permits only additions within existing areas, the path to including a new 
area lies through Art. 112(2)(a) AI Act. This provision requires the Commission to assess, 
by 2028 and every four years thereafter, whether the list needs to be amended, explicitly 
including the addition of new areas. On this basis, the legislature should, de lege ferenda, 
include a separate category in Annex III for AI systems whose intended purpose is to ma-
nipulate human decision-making, behavior, and emotions. 

Proposed Amendment to Annex III 

On this basis, it is proposed to supplement Annex III with a section covering both CAI sys-
tems with a primary companion function (lit. a) and general interaction systems (universal 
assistants with a companion function) that, by design, employ the same mechanisms for 
influencing attachment and behavior (lit. b). 

(9.) Emotional companionship, relationship simulation, and behavior-influencing interac-
tion 

a) AI systems that are intended to be used for the emotional support of natural per-
sons, the establishment of affective or parasocial bonds, or the simulation of 
friendly, intimate, or romantic relationships; 

b) AI systems intended for personalized interaction with natural persons, to the ex-
tent that they are suitable and designed to influence users’ decision-making or 
opinion-forming through emotional resonance, the creation of bonds, or the sys-
tematic intensification of use. 

Such a classification would be in the interest of both providers and users alike. The asso-
ciated obligations regarding risk identification, transparency, and the protection of funda-
mental rights are essential for creating the framework within which the legitimate benefits 
of such systems can be responsibly realized and sustainable business models devel-
oped. 

3. Labeling requirement under Art. 50(1) AI Act 
Provided that a companion AI app is not subject to a prohibition under Art. 5 AI Act, the 
only requirements currently applicable are the labeling obligations under Art. 50(1) AI Act. 
These require providers to design AI systems intended for direct interaction with natural 
persons by December 2, 2026, in such a way that users are informed, at the latest upon 
their first interaction, that they are interacting with an AI system. For assistants and com-
panion AI apps openly marketed as AI products, the legal exception for obvious AI inter-
actions is likely to apply on a regular basis, effectively rendering the obligation moot. 
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The protective effect of labeling is structurally limited anyway. The so-called ELIZA ef-
fect272  already underscores that awareness of a system’s artificiality does not negate its 
psychological effects. Furthermore, product design actively works against the regulatory 
protection that labeling is intended to achieve. Where systems deliberately create the im-
pression of genuine human interaction through anthropomorphism, emotional character 
simulation, and mechanisms such as simulated jealousy, they undermine the aware-
ness—intended by the labeling—that users are not interacting with a human. 

4. Additional obligations for providers of general-purpose AI models 
Universal assistants with a companion function may be classified as general-purpose AI 
models within the meaning of Art. 3(63) AI Act, so-called GPAI models. This is typically the 
case when they were not developed for a single task but, due to their considerable gener-
ality, can be used for a wide variety of different purposes. In this case, their providers are 
subject not only to the general requirements AI Act but also to the specific obligations 
under Art. 53 AI Act and, where applicable, under Art. 55 AI Act. 

Under Art. 53(1)(a), (b), and (d) AI Act, there are specific obligations to create and update 
the model’s technical documentation. This goes beyond mere transparency through Sys-
tem Cards273 and includes information on training and testing procedures as well as eval-
uation results. In addition, there are obligations to prepare documentation for down-
stream providers so that they can understand the model’s capabilities and fulfill their own 
regulatory obligations, as well as to prepare and publish a detailed summary of the data 
used for training. 

For GPAI models that also pose systemic risks within the meaning of Art. 3(65) AI Act, 
additional requirements apply under Art. 55(1) AI Act to mitigate the increased risk result-
ing therefrom.274 These include, in particular, state-of-the-art model evaluations, adver-
sarial testing, the assessment and mitigation of systemic risks, the reporting of serious 
incidents, and cybersecurity measures. 

Systemic risks, as defined in Art. 3(65) AI Act, are those specific to high-impact models 
that, due to reasonably foreseeable adverse consequences for public health, safety, fun-
damental rights, or society as a whole, may have a significant impact on the Union market 
and may propagate on a large scale across the entire value chain. 

The accompanying functionality of large GPAI models and the associated practices give 
rise to such a systemic risk. The impairments to decision-making autonomy, mental 
health, data protection, and other protected interests outlined in this study specify which 
fundamental rights and health risks are affected within the meaning of this provision. 
Most common large language models exhibit these risks, particularly through enhanced 
capabilities for persuasion, deception, and personalized influence in multi-step 

 
272 See V 2 b. 
273 For example, OpenAI, GPT-5 System Card, Aug. 7, 2025. 
274 Bernsteiner/Schmitt in Martini/Wendehorst, Art. 55, para. 8. 
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interactions and in situations where users cannot recognize this influence. 
Crucially, these risks do not arise only from the specific design of the application but are 
already inherent at the model level and spread from there through downstream AI appli-
cations.  

The obligations for GPAI models have been in effect since August 2, 2025; enforcement 
will begin on August 2, 2026. The General-Purpose AI Code of Practice is a voluntary tool 
for implementing these obligations and serves as a stopgap measure until binding tech-
nical standards are developed. Signatories include numerous providers of large language 
models, including OpenAI, Google, Microsoft, Amazon, Anthropic, IBM, Mistral AI, and 
Aleph Alpha; Meta is not among them. It is not known whether the signatory companies 
have actually implemented the standards contained in the Code of Practice; the docu-
mented incidents suggest that effective risk management at the model level is lacking.  

5. AI Act Implementation Deadlines & Oversight 
The AI Act does not enter into force at a single point in time, but follows a phased schedule 
that assigns different implementation deadlines to the various risk categories.  

Thus, the prohibitions under Art. 5 AI Act have been in effect since February 2, 2025. The 
obligations for GPAI models under Art. 53 et seq. AI Act have applied to models newly 
placed on the market since August 2, 2025; models already on the market must comply 
with these obligations by August 2, 2027. The obligations for high-risk AI systems under 
Art. 6 et seq. AI Act must be met by the deadline of December 2, 2027. 

Figure 12 illustrates the originally applicable implementation deadlines and their post-
ponement due to the “275 ” decisions under the Digital Omnibus.  

 

Figure 12: Original AI Act implementation deadlines and deadline extensions following the 
Digital Omnibus decisions. 

 
275 European Commission, press release on the Digital Omnibus Decisions of May 7, 2026. 

https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
https://ec.europa.eu/commission/presscorner/detail/de/ip_26_1024
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In Germany, the Federal Network Agency, as the national market surveillance authority, 
is responsible for enforcing the AI Act. It assesses whether the companion function of an 
LLM or a Companion AI app falls under the prohibition of Art. 5 AI Act. At the European 
level, the AI Office can promote a uniform interpretation in cases involving systematic or 
cross-border issues and review the implementation of GPAI obligations. 

These obligations apply to models newly introduced to the market as of August 2, 2025. 
Models that were already available prior to this date must not comply with the obligations 
until August 2, 2027. The majority of relevant models benefit from the grace period, in-
cluding ChatGPT, Grok, Gemini, and Llama 4. Only models launched after August 2, 2025, 
including Meta’s Muse Spark (April 2026), are already fully subject to the obligations. 

b.  DSA -  Digital Services Act  

A particularly effective regulatory lever for mitigating the risks posed by universal assis-
tants with companion functions—due to the accompanying set of obligations—would be 
their classification as a Very Large Online Platform (VLOP) or a Very Large Online Search 
Engine (VLOSE) under the Digital Services Act. Even though ChatGPT and comparable 
large language models such as Gemini or Claude were not launched as traditional search 
engines or digital platforms in the conventional sense, their functionalities, usage figures 
and types, as well as the underlying business model, have evolved over time to such an 
extent that a corresponding classification under the DSA is being debated. The European 
Commission is expected to classify ChatGPT as the first major VLOSE among LLMs soon. 
However, the potential classification of large LLMs as platforms remains a subject of 
heated debate.276  

ChatGPT as a very large online search engine 

To the extent that ChatGPT processes user queries, retrieves current information from es-
sentially all publicly accessible websites, and provides this information at the user’s re-
quest, the search function directly meets the definition of an online search engine under 
Art. 3(j) of the DSA.277 This classification is most clearly applicable when the model oper-
ates with real-time internet access.278  

ChatGPT, with its search function, has exceeded the threshold of 45 million average 
monthly users in the EU—the threshold above which classification as a VLOSE is possible 
under Art. 33(1) of the DSA—by more than three times, with approximately 120.4 million 
monthly active users in the European Union during the six-month period ending Septem-
ber 30, 2025.279 

 
276 Lorente and Gardhouse 2026, p. 11. ; Lemoine and Vermeulen 2023. 
277 Schaal, Jacob; Lenner, Maximilian; Akinyemi, Tunmise, “Searching for Answers - Why the EU Commis-
sion Should Designate Chatbots as Search Engines under the DAS,” Verfassungsblog, February 20, 2026. 
278 Lorente and Gardhouse 2026, p. 7. 
279 OpenAI, EU Digital Services Act (DSA), OpenAI Help Center, 2026. 

https://help.openai.com/en/articles/8959649-eu-digital-services-act-dsa


  

63 
 

The European Commission is currently reviewing the classification on a case-by-case ba-
sis and, according to media reports, is close to making a determination.280  

List of obligations upon classification as VLOSE 

Classifying such systems as “very large online search engines” would subject affected 
general-purpose assistants with conversational capabilities, such as ChatGPT, to a set of 
obligations that would specifically address the risks identified in this study. Annual as-
sessments of systemic risks to fundamental rights, public safety, and health, as required 
by Art. 34 of the DSA, would become mandatory. This covers the relevant risks to freedom 
of expression and information under Art. 34(1)(b) of the DSA, the protection of minors, 
adverse effects on a person’s physical and mental well-being, impacts on public dis-
course, and harms particularly in connection with gender-based violence under Art. 
34(1)(d) of the DSA. In addition, there is an obligation to implement appropriate risk miti-
gation measures, for example through design and algorithm adjustments pursuant to Art. 
35 of the DSA. 

In addition, there are obligations regarding independent compliance audits under Art. 37 
of the DSA and the establishment of a compliance department separate from operational 
functions under Art. 41 of the DSA. In addition, there are measures to protect the rights of 
the child under Art. 34(1)(j) of the DSA. Furthermore, the DSA provides for a crisis re-
sponse mechanism under Art. 36 of the DSA as well as comprehensive transparency re-
porting under Art. 42 of the DSA. 

Even if initially only ChatGPT would fall under the DSA as a VLOSE and other language 
models with increasing usage and search query numbers would follow successively, this 
would already cover the majority of the risks observed to date, since ChatGPT is also the 
language model involved in most documented cases of harm. 

Additional Obligations Upon Classification as a VLOP 

Beyond classification as a VLOSE, the question arises as to whether some of the major 
universal assistants should be classified as very large online platforms. One argument in 
favor of this is that large LLMs exhibit profiles in all four risk categories covered by the 
DSA—namely, the dissemination of illegal content, infringements on fundamental rights, 
threats to democratic processes, and risks to public health and mental well-being—that 
are comparable to those of traditional very large platforms and search engines. This could 
justify the application of the stricter set of obligations in this case.281 On the other hand, 
the system exhibits characteristics typical of platforms, namely persistent conversational 
interfaces, user-generated applications such as Custom GPTs, and the intertwining of 

 
280 Kundaliya, Dev, EU set to classify ChatGPT under strict online platform rules, Computing, 2026; Ja-
hangir, Ramsha, EU Weighs Regulating OpenAI's ChatGPT Under the DSA. What Does That Mean?, 
TechPolicy.Press, Oct. 29, 2025; Scheer, Olga; Bomke, Luisa; Vela, Jakob Hanke, EU Commission plans to 
regulate ChatGPT more strictly in the future, Handelsblatt, Apr. 10, 2026. 
281 Lorente and Gardhouse 2026, p. 15 ff. 
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information retrieval, content generation, and dialogic user interaction,282 to which the in-
tegration of advertising is increasingly being added. 

In the context of companion AI, Art. 25(1) of the DSA would be particularly relevant if such 
a classification were applied. According to this provision, providers may not design their 
online interfaces (services and interfaces) in such a way that users are deceived or ma-
nipulated, or that their ability to make free and informed decisions is significantly im-
paired or hindered. This would apply to the various manipulation practices found in uni-
versal assistants with companion functions. Art. 25 of the DSA thus establishes design 
and organizational requirements that bear a clear resemblance to Art. 5(1)(a) AI Act, but 
remains fully applicable alongside the AI Act.283   

In addition, stricter requirements for the protection of minors under Art. 28 DSA apply, as 
well as the obligation under Art. 26(1) DSA to make any information recognizable as ad-
vertising. 

Classifying foundation models as platforms would significantly improve the protection of 
health, the integrity of information systems, informational self-determination, and the 
protection of minors in the context of companion AI, whether through direct use or via 
downstream applications built upon them.  

c.  The Multipurpose Nature of LLMs as a Regulatory and Governance Chal-
lenge  

Multi-purpose LLMs present regulation and governance with a structural classification 
problem. Risk-based regulation presupposes a defined intended use. This applies to risk 
management under NIST AI RMF and ISO/IEC 42001 as well as to the AI Act, which links 
risk classes to a system’s intended purpose. Only the intended use determines which pro-
tected interests are affected, which due diligence requirements apply, which intervention 
thresholds may be reached, and which liability standards become relevant.  

In the case of General Purpose AI—that is, models without a fixed intended use, such as 
GPT-4 or Claude—this point of reference is missing because the same model can be used 
for information, advice, work, entertainment, and personal conversations.  

The AI Act attempts to close this gap with GPAI-specific rules, particularly through trans-
parency obligations, model evaluation, and requirements regarding systemic risks. How-
ever, these obligations apply at the model level and do not replace application-specific 
risk management. For multi-purpose LLMs, it therefore remains unclear against which 
specific intended function safety measures are calibrated, what external audits should 
assess, and how liability should be linked to intended use. The structural problem thus 
lies not only in individual risks, but in the fact that the intended use required for regulation, 
audit, and liability is precisely not clearly defined. 

 
282 Ibid., p. 1 et seq.; 12 ff. 
283 Wendehorst, in Martini/Wendehorst, AI Act, Art. 5, para. 32. 
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We therefore propose a separation of companion functions and other LLM functions. 
Companion functions, understood as persistent, persona- -based conversation with sim-
ulated emotional attachment, should be offered in separate products or clearly distinct 
modes with their own risk management, separate data utilization, and their own age veri-
fication. 

Both the legal classification and the subsequent risk management, the audit procedure, 
and the allocation of liability require that a specific intended use be defined. What con-
stitutes harm, what measures are appropriate, and what business model may be permis-
sible depend on the purpose for which a system is used. In the case of multi-purpose 
LLMs, this point of reference is missing.  

As a result, security measures remain vague, external audits lack a target function against 
which to test, and product liability loses its basis because it is tied to the intended use.  

The problem can be resolved by breaking down the multi-purpose nature of the system 
and treating the individual usage contexts in separate models. For different usage con-
texts, separate models would be provided, each with its own risk management, security 
calibration, and business model framework.  

Such a separation can be specified in concrete terms. If a user is searching for infor-
mation, the system should switch to an information mode optimized for accuracy and re-
liability. Advertising remains permissible but must be strictly separated from the content 
of the response, so that commercial incentives remain outside the response generation 
process. If a user engages in a personal or emotionally candid conversation, the system 
should switch to a companion mode that operates without advertising- or engagement-
driven optimization and incorporates its own protective mechanisms for situations involv-
ing psychological stress. Indicators for such a mode include emotional self-disclosure, 
the development of a relational dynamic with the system, or topics relevant to psycholog-
ical stress. This would also address the fact that universal assistants are used for advice 
on important life issues; for Claude, for example, health is the most common area of ap-
plication and work is the second most common.284 Providers should be required to redi-
rect users to the appropriate model when the respective patterns occur. Additionally, the 
choice of model should remain an option. Application-specific LLMs offer clear ad-
vantages over general-purpose LLMs, such as higher accuracy, fewer hallucinations, and 
a better understanding of domain-specific nuances, for example in medical diagnoses or 
legal analyses (Khadakkar, Comparative Analysis of Domain-Specific and General-Pur-
pose Large Language Models, LinkedIn Pulse, 2025; OneReach.ai, Why Specialized SLMs 
are Outperforming General-Purpose LLMs?, 2025). Specialized models such as Med-
PaLM or BloombergGPT demonstrate that functional separation is technically feasible. 
However, the depth of this separation is crucial. Configuration layers on top of a general-

 
284 Anthropic, "How People Ask Claude for Personal Guidance," August 30, 2026. 

https://www.anthropic.com/research/claude-personal-guidance
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purpose model— , such as via plugins or skills—leave the underlying business model un-
changed and thus fail to address the problem described. 

d.  Dialogue -  and Context - Based Implementation of Youth Protection  

Measures to protect minors are becoming increasingly important in the digital space. For 
example, the DSA provides for youth protection measures. The question arises as to how 
the necessary youth protection can be implemented in a measured and effective manner, 
particularly in AI applications and large language models. 

Age verification 

Youth protection measures that begin at the point of access to a service through identity 
or age verification have significant implications for fundamental rights. They require the 
collection of official documents, biometric data, or linked account information, and in 
doing so affect not only minors—whom they are intended to protect—but all users, in-
cluding the adult majority who have no need for protection. Such interventions are there-
fore proportionate only to the extent that no less intrusive, equally suitable means are 
available. In the context of Companion AI, this prerequisite is precisely not met. 

In March, more than 400 security and data protection experts therefore called on the 
Commission in an open letter to impose a moratorium until a scientific consensus on the 
benefits and risks of age verification technologies has been reached. 

Dialogue-based measures for the protection of minors 

An alternative form of youth protection would be preferable—one that does not focus on 
access to the service, but rather on the dialogue itself. Companion systems already pro-
cess linguistic and interactional features that can give rise to reasonable suspicion of mi-
nority status. Research on so-called author profiling—the automated prediction of demo-
graphic characteristics from texts—has shown for years that a speaker’s or writer’s age 
can be reliably inferred from their language use. Current studies achieve an accuracy rate 
of around 96 percent in distinguishing between minors and adults.285 If a user is flagged 
by the system as a minor, targeted further verification can also be triggered if necessary. 

A protective measure can be derived from this existing processing capability without re-
quiring additional intervention. Providers should be required to gently interrupt the inter-
action if signs of minority are detected in the dialogue and to refer the user to age-appro-
priate alternatives and support persons. This dialogue-based protective measure is the 
less intrusive means compared to upstream verification because it requires neither iden-
tity verification nor comprehensive data collection and is applied not to every user, but 
only in cases of concrete suspicion. It addresses youth protection at the point where the 

 
285 Cheekati/Gupta/Raghu et al., TextAge, A Curated and Diverse Text Dataset for Age Classification, 2024, 
pp. 4–6. 
 

https://csa-scientist-open-letter.org/ageverif-Feb2026
https://csa-scientist-open-letter.org/ageverif-Feb2026
https://arxiv.org/pdf/2406.16890v1
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need for protection becomes apparent. Furthermore, it can be implemented just as ef-
fectively with universal assistants that include an escort function. 

As long as no systems are available that merely confirm reaching an age threshold with-
out disclosing identity or date of birth—such as PIMS as user-controlled systems for data-
sovereign data management—a far-reaching obligation to verify age is not recommended. 
It leads to additional infringements on fundamental rights and creates new problems and 
security risks. 

With dialogue- or context-based parental controls, protection can be implemented im-
mediately and in a way that is more resistant to circumvention, without requiring users to 
install additional applications or disclose further personal data. Both providers of com-
panion AI apps and universal assistants with companion functions can use the system’s 
own “built-in tools” to implement effective parental controls. 

DSA Requirement to Choose Proportionate Measures 

For platforms, this is even clearly stipulated by law. Art. 28(1) DSA requires, when imple-
menting online protection for minors, the use of proportionate measures that ensure a 
high level of privacy, security, and protection for minors within the service. Art. 28(3) DSA 
further clarifies that providers are not required to process additional personal data to de-
termine whether the user is a minor in order to comply with these obligations. 

e.  Competition Law and Planned Strengthening of Consumer Rights  

1. UWG – Act Against Unfair Competition  
Fair trading law offers a certain degree of protection for users in the context of introducing 
advertising into large language models through its requirements regarding the placement 
of advertisements. According to Section 5a(4) of the UWG, advertisements must be 
clearly identified unless their commercial purpose is immediately apparent from the cir-
cumstances. Given the limited perception of such identifications (Chapter X on advertis-
ing integration), a corresponding further development of the UWG appears worth consid-
ering. 

According to OpenAI’s own statements, ads are not intended to influence the generated 
content and will appear in clearly labeled, separate areas below the response.286 How-
ever, even at Google, ad placement began with small, clearly delineated ads next to the 
search results; meanwhile, ads regularly occupy such a large portion of the results view 
that users often have to scroll further to reach the first organic hits.287 

Furthermore, the Unfair Competition Act may be the instrument of choice for directly 
safeguarding decision-making in accordance with the constitutional mandate to protect 

 
286 OpenAI, Testing Ads in ChatGPT, 2026; Wired, OpenAI Fidji Simo Note Employees, 2026. 
287 Lewandowski et al., An Empirical Investigation On Search Engine Ad Disclosure, Hamburg University of 
Applied Sciences, 2017. 

https://openai.com/de-DE/index/testing-ads-in-chatgpt/
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the private sphere.288 Weinzierl proposes supplementing the Unfair Competition Act with 
a section on manipulative business practices in a new § 5b UWG and expanding the Black 
List in Annex I of the UGP Directive or the Annex to § 3 UWG to include specific dark pat-
terns.289 This proposal deserves support and should be further developed. The Black List 
should be expanded not only to include individual dark patterns but also to encompass 
high-impact manipulative practices as a whole that are capable of influencing decisions 
and behavior. The annex to Section 3(3) of the UWG contains practices that are always 
considered unfair without a case-by-case review. Including AI-supported manipulative 
practices here would simultaneously protect competitors who refrain from using such 
practices. 

2. DFA (Digital Fairness Act) 
Another planned legislative initiative could—in the medium term—strengthen protection 
against risks posed by companion AI under consumer law.  

The Digital Fairness Act (DFA) is intended to cover digital practices that influence con-
sumer behavior through design, personalization, and interaction. Specifically mentioned 
are dark patterns, addictive design, and unfair personalization, particularly when con-
sumer vulnerabilities are exploited for commercial purposes.290  

In addition to protecting minors, the European Parliament explicitly states the goal of mit-
igating risks posed by “companionship chatbots and AI agents.” It highlights the dangers 
of manipulative practices, anthropomorphism, distortions of reality perception, psycho-
logical harm, unintended online purchases, and the disclosure of personal data.291  

The Commission’s proposal is scheduled for the fourth quarter of 2026. The final impact 
assessment and the summary of the consultation are expected in the second quarter of 
2026. The DFA is set to take effect starting in 2028/2030.292  

 

4.  Protection of informational self - determination / privacy  

Many users have conversations with companion AI that would otherwise typically take 
place in close personal or intimate relationships. They discuss loneliness, desires for con-
nection, fears, conflicts, mental health crises, illnesses, sexual desires, shame, vulnera-
bilities, and political views. People also address questions about meaning, faith, or life-
style to ChatGPT and similar systems. The data protection assessment of this processing 
depends on whether the data in question is classified as ordinary personal data or as spe-
cial categories of personal data. 

 
288 Weinzierl 2024, p. 253. 
289 Ibid., p. 254. 
290 European Parliament, Legislative Train Schedule, Digital Fairness Act, 2026. 
291 European Parliament, Protection of Minors Online, 2025. 
292 European Parliament, Legislative Timetable, Digital Fairness Act, 2026. 

https://www.europarl.europa.eu/legislative-train/theme-protecting-our-democracy-upholding-our-values/file-digital-fairness-act?sid=9701
https://www.europarl.europa.eu/legislative-train/theme-protecting-our-democracy-upholding-our-values/file-digital-fairness-act?sid=9701
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General Requirements for the Processing of Personal Data 

The processing of ordinary personal data is permitted under Art. 6(1) of the General Data 
Protection Regulation (GDPR) if there is a legal basis. In particular, the following may ap-
ply: consent (Art. 6(1)(a) GDPR), necessity for the performance of a contract (Art. 6(1)(b) 
GDPR), or a legitimate interest of the controller (Art. 6(1)(f) GDPR). The latter allows for 
processing if the controller’s interests outweigh the data subject’s interests, which must 
be determined on a case-by-case basis through a balancing test. For ordinary personal 
data, providers thus have a relatively broad range of justifications at their disposal. 

Special categories of personal data under Art. 9 GDPR 

A stricter regime applies to special categories of personal data, so-called sensitive data. 
Art. 9(1) GDPR generally prohibits their processing. It is only permissible if one of the ex-
ceptions exhaustively listed in Art. 9(2) GDPR is met. A general balancing of interests, as 
provided for in Art. 6(1)(f) of the GDPR for ordinary data, is not available for sensitive data. 
Art. 9 of the GDPR establishes an additional level of protection in this regard. 

As a result, unlike with ordinary personal data, a provider cannot rely on a legitimate in-
terest in processing such data. This is because Art. 9 of the GDPR does not provide for 
such a general balancing of interests with regard to sensitive data. 

Applicability of Art. 9 of the GDPR to Companion AI  

Companion AI almost inevitably involves the processing of sensitive data. Conversations 
about mental health crises, illnesses, or suicidal thoughts provide insight into a person’s 
state of health. Statements regarding sexual desires pertain to sexual orientation. Infor-
mation about faith, meaning, or lifestyle can reveal religious or philosophical beliefs. Po-
litical stances fall under the protection of political opinions. In Companion AI apps, the 
disclosure of such information is not a marginal phenomenon , but a structural compo-
nent of usage, as the systems are designed for personal interaction, emotional closeness, 
and ongoing self-disclosure. 

While relationship-based interaction forms the core of the service in Companion AI apps, 
it is only one of many conceivable uses in universal assistants with companion functions. 
It is precisely this versatility that makes it difficult to clearly distinguish between different 
usage contexts and to structure processing in accordance with the data protection prin-
ciple of purpose limitation. Even if the processing of sensitive data may appear necessary 
here for the provision of the service, this does not replace the additional justification re-
quired under Art. 9(2) GDPR. 

Furthermore, Art. 9(1) of the GDPR also covers biometric data for the unambiguous iden-
tification of a natural person. Some providers have implemented features that allow pho-
tos or voices of real people to be incorporated into the visual or auditory design of the 
artificial counterpart. This affects not only the users’ own data, but potentially also the 
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biometric data of third parties, such as partners or other close associates. Consent is typ-
ically not available from these individuals. 

Requirements for consent and its limits in companion AI 

The most practically relevant exception is explicit consent under Art. 9(2)(a) of the GDPR. 
It must be freely given, informed, and related to one or more specified purposes, and may 
be withdrawn at any time. 

While it is more plausible for Companion AI apps than for universal assistants that the 
processing of sensitive data is functionally related to the specific purpose of the service, 
this is not sufficient. Even if processing may appear necessary for the provision of the ser-
vice, this does not replace the additional justification required under Art. 9(2) of the 
GDPR. Furthermore, with Companion AI, there are significant doubts in several areas as 
to whether the requirements for valid consent can be met. If the disclosure of sensitive 
information occurs in a communicative context that is itself designed to foster attach-
ment, intimacy, and ongoing self-disclosure, the voluntariness of the disclosure becomes 
questionable in light of manipulative influences. Based on this, the validity of any consent 
linked to this disclosure is also in question. 

Even valid consent only supports processing for the specific purpose to which it relates. 
Consent to the use of the companion function does not cover the use of this sensitive 
data for training the system, nor for profiling, sale, or other commercial secondary use. 
Any further processing purpose requires separate justification under Art. 9(2) GDPR. A le-
gitimate interest on the part of the provider is ruled out in this regard, as Art. 9 GDPR spe-
cifically does not provide for such a balancing of interests with regard to sensitive data. 

Special Challenges with Universal Assistants 

These problems are exacerbated in the case of universal assistants with a conversational 
function. Here, relationship-based interaction is not the core of the product, but merely 
one mode within a multi-purpose system designed for a wide range of assistance ser-
vices, in which a user can both engage in relationship-oriented conversations and re-
search information for homework or a project.  

It is precisely this multi-purpose nature (VI. 3. C.) that makes it difficult to clearly separate 
purposes, processing stages, and responsibilities—and thus the data protection govern-
ance upon which the lawful processing of sensitive data depends. Given the frequent lack 
of specific prior information regarding the content and purposes of processing special 
categories of personal data (Art. 5(1)(b) in conjunction with Art. 13 GDPR), effective con-
sent within the meaning of Art. 9(2)(a) GDPR is rarely conceivable in this context. Where 
purposes are not sufficiently specified and distinguished from one another, informed con-
sent for specific purposes cannot be given. At the same time, the risk increases that inti-
mate information from a seemingly confidential conversational context will be transferred 
to other contexts of use, such as training, profiling, or other commercial exploitation. 
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Summary of Data Protection Requirements 

For sensitive data that provides insight into sexual orientation, religious beliefs, or politi-
cal convictions, the GDPR establishes a high level of protection. Companion AI providers 
must demonstrate an exception under Art. 9(2) of the GDPR for every instance of pro-
cessing sensitive data. In practice, this means that they must obtain explicit, voluntary, 
informed, and purpose-specific consent and require separate justification for any further 
processing purpose beyond the immediate use. For multi-purpose systems, this requires 
that different usage contexts be technically and organizationally separated from one an-
other in such a way that purpose-specific consent is even possible. Especially in the field 
of companion AI, it is therefore crucial that this protection is also reflected in effective 
regulatory enforcement. 

Lowering the Level of Protection through the Digital Omnibus 

European lawmakers aim to lower the existing high level of data protection. The backdrop 
is the so-called Digital Omnibus, a legislative initiative by the European Commission in-
tended to amend several digital regulatory frameworks simultaneously. 293 

It also contains proposals that would weaken the protection of sensitive data in the con-
text of AI.294 For Companion AI, this poses the risk of a protection gap precisely where the 
protection of informational self-determination is particularly urgent.  

5.  Criminal and Civil L iability for Harm to Health  

If the use of Companion AI leads to an exacerbation of existing mental illnesses, to the 
development of distinct disorders such as delusional thinking, emotional dependence, or 
addictive attachment, or, in the most extreme case, to suicide, the question of legal lia-
bility arises. Under criminal law, negligent bodily injury under Section 229 of the German 
Criminal Code (StGB) and negligent homicide under Section 222 StGB may apply. Under 
civil law, claims for damages under Section 823(1) of the German Civil Code (BGB) and 
under the Product Liability Directive are conceivable. Both approaches encounter signif-
icant difficulties in the context of companion AI. 

a.  Criminal Liability  

Criminal liability requires a natural person as the perpetrator. Since an AI system is neither 
capable of acting nor of being held criminally liable, it cannot itself constitute a criminal 
offense. A potential charge of negligence is therefore directed against the individuals who 
made decisions regarding the design, security architecture, approval, or operation of the 
system. These may include developers, operators, and executives. 

 
293 European Commission, Proposal for a Regulation of the European Parliament and of the Council 
amending Regulations (EU) 2016/679, (EU) 2018/1724, (EU) 2018/1725, (EU) 2023/2854, and Directives 
2002/58/EC, (EU) 2022/2555, and (EU) 2022/2557 as regards the simplification of the digital legislative 
framework, COM(2025) 837 final, 2025,  
294 nyob, EU Commission’s Draft Could Undermine the Fundamental Principles of the GDPR, Nov. 10, 2025. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52025PC0837
https://noyb.eu/de/eu-commission-about-wreck-core-principles-gdpr
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An allegation of negligence requires that the damage that occurred was objectively fore-
seeable and avoidable. Given the growing empirical evidence regarding the psychological 
risks of companion AI295 as well as the technical controllability of risky system character-
istics such as sycophantic response behavior, 296both conditions could increasingly be 
affirmed. However, this is countered by significant difficulties in proving the case. 

Mental health crises are often the result of multiple causes, making it difficult to isolate 
the system’s contribution to the harm caused in individual cases and rendering the re-
quirements for causality and objective attribution hard to meet. Companion AI can both 
exacerbate pre-existing vulnerabilities and create new ones, for example through isola-
tion or withdrawal from real-world social relationships. This further complicates the dis-
tinction between pre-existing stress and system-induced harm. In cases of suicide, an 
additional hurdle arises: According to established case law, a freely made decision to 
commit suicide generally excludes the criminal liability of third parties.297 

Voluntary responsibility, however, presupposes that the decision was made free from ma-
nipulative influence and with unimpaired insight and judgment.298 Whether these condi-
tions are still met when a system influences a user’s mental state over an extended period 
through persistent memory, consent-optimized responses, and the absence of corrective 
impulses has not been clarified by the highest courts. In individual cases, free will can 
neither be assumed nor ruled out beyond a doubt. There are no independent criminal law 
standards of negligence for companion AI, and the legal analysis of these scenarios is still 
in its infancy. 

b.  Civil Liability for Health  Harms  

In addition to criminal liability, civil claims for damages may also arise. The basis for this 
is, on the one hand, tort liability under § 823(1) of the German Civil Code (BGB) if a design 
decision—such as an emotionally charged conversational style, addiction-promoting 
mechanisms, or the simulation of a personal relationship—causes harm to health. 

If the system deviates from a safety standard—for example, by failing to intervene in rec-
ognizable crisis situations or acute suicidal thoughts—this constitutes an unintended er-
ror. Since the Product Liability Directive299 modernized the definition of a product and ex-
plicitly included AI systems as products, their providers are subject to strict liability for 
defects (Directive (EU) 2024/2853, OJ L of 11/18/2024, Recital 19). A defect could exist, 
for example, if an intervention is inadvertently omitted in crisis situations, even though the 
system is fundamentally designed to perform such a function.  

 
295 See Dohnány et al., Technological Folie à Deux, Nature Mental Health 4, 2026, p. 336 ff. 
296 OpenAI, Sycophancy in GPT-4o, openai.com/index/sycophancy-in-gpt-4o, April 2025. 
297 Federal Court of Justice (BGH), Judgment of July 3, 2019, 5 StR 132/18, BGHSt 64, 121, para. 20 et seq. 
298 BGH, loc. cit., para. 21 
299 (EU) 2024/2853 
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In both scenarios—intended and unintended errors—it will, however, regularly make cau-
sation difficult to establish. Continuously adaptive systems are also manipulative to var-
ying degrees depending on the interlocutor, meaning that conversations with chatbots 
cannot be reproduced retrospectively. 

The draft AI Liability Directive presented in 2022 could have helped facilitate proof by eas-
ing the burden of proof and establishing a presumption of causality in favor of injured par-
ties. However, the European Commission has removed the proposal from its 2025 work 
program.300 As a result, a regulatory gap remains, to the detriment of injured parties. 

6.  Protection Against the Normalization of Gender - Based Violence and the 

S pread of Misogynistic S tereotypes  

In addition to individual legal rights, the use of generative AI also affects the public good. 
The associated issues require expertise in addressing gender-based violence and the 
spread of misogynistic stereotypes that goes beyond digital policy. This section examines 
existing legal and legal-policy debates. 

Generative AI has accelerated the creation and dissemination of content that depicts gen-
der-based violence and reinforces misogynistic stereotypes in several ways. Sexualized 
deepfakes can be created and disseminated with minimal effort. Language models repro-
duce stereotypes from their training data and carry them into new contexts. Companion 
AI enables explicit role-playing scenarios that make sexualized or harmful content acces-
sible to minors without effective safeguards. While society is making hard-won progress 
against stereotypes and gender-based violence, AI systems reinforce precisely these pat-
terns with every new model generation, thereby slowing social progress. 

Unlike traditional media, AI applications have so far lacked a comparably sophisticated 
regulatory framework. Companies can profit economically by designing, recommending, 
and monetizing such content, while this content—in its concrete form—undermines so-
cietal achievements in equality and the overcoming of traditional gender roles. To the ex-
tent that the underlying phenomena cannot readily be addressed under criminal law—for 
example, because no specific person is affected—an independent societal and legal-pol-
icy debate is needed on how to deal with such AI applications. Before the debate narrows 
to whether new criminal-law provisions are necessary, it is advisable to consider, from a 
legal policy perspective, whether a change in the economic incentives that make such 
content profitable for providers would be the more effective lever—for example, through 
restrictions on advertising and monetization or higher requirements for market access. 

The following section refers to the debate on sexualized deepfakes. This is a related phe-
nomenon for which comparable arguments have already been advanced, particularly re-
garding the liability of providers and operators. At its core, the issue concerns whether 
and how criminal law can address violations of sexual self-determination that occur not 

 
300 European Parliament, AI Liability Directive, Legislative Work Plan 2025. 
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through physical assault but through the creation and dissemination of visual content.301 
Statements by the German Women Lawyers’ Association and HateAid are relevant from a 
legal policy perspective.302  For an international comparative perspective, studies on im-
age-based sexualized violence in European law and on new forms of digital voyeurism of-
fenses are available.303 In parallel, there is debate over a separate criminal offense for 
non-consensual sexualized deepfakes.304 A long-term research project on image-based 
sexual abuse is underway at the Max Planck Institute for the Study of Crime, Security, and 
Law.305 

The contributions and initiatives mentioned above demonstrate that the discussion is on-
going and has not yet led to a finalized regulatory framework. 

 

 

 

 

 

 

 

 

 

 

 

 

 
301 Burghardt/Schmidt/Steinl, The Criminal Law Protection of Sexual Self-Determination Against Non-
Physical Impairments, JZ 77 (2022), Issue 10, 502–511; id., Sexual Self-Determination Beyond the Physi-
cal, Tübingen 2024, excerpt available at https://www.mohrsiebeck.com/buch/sexuelle-selbstbes-
timmung-jenseits-des-koerperlichen-9783161621338/. 
302 German Women Lawyers Association, Policy Paper 23-17, Combating Image-Based Sexualized Vio-
lence, 2023; German Women Lawyers Association, Statement 25-02 on the FDP Motion Against Sexual-
ized Deepfakes, 2025; Schmidt, Anja, Expert Opinion on the Criminalization of Non-Consensual Sexual-
ized Deepfakes, HateAid 2025. 
303 Rigotti/McGlynn/Benning, Image-Based Sexual Abuse and EU Law, German Law Journal 25, 2024, p. 
1472; McGlynn/Toparlak, The New Voyeurism: Criminalising the Creation of Deepfake Porn, Journal of Law 
and Society 52, 2025, p. 204.  
304 Crone, Image-Based but Invisible, Verfassungsblog 2026; Epik, Deepfakes and the Criminal Law Trap, 
Verfassungsblog 2026. 
305 Samaritter, Max Planck Institute,  Unrecht (mala), Personality, and Image-Based Sexual Abuse.  
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